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1.0 Before Using LILIN DeviceCloud

LILIN DeviceHub can manage IP cameras and NVRs via LILINHub App. LILIN Device Cloud stores recording
status, on-line status, and operational status sent by LILIN DeviceHub. If there is an issue for an IP camera,
installers are able to perform remote reboot for that IP camera via LILIN Web Smart PoE switch. This is to make

sure that devices are in operation.

Device Cloud Web Device Cloud App

HTTPs l —
HTTPs RIS
SLILIN “<5F o dahazon
LILIN Device Operation Cloud webservices

, HTTPs\
e .))) T (( )

Router

DeviceHubl .. | cmart PoE switth

P
4

SmartPlug ,

Home

Use your mobile phone for monitoring all devices status for client sites
Remote reboot the device restoring back to work as needed

No more rush to a client site for maintenance

Plan client sites visiting for maintenance afterwards

Centralized client sites management with AWS redundancy

iOS and Android for device maintenance push notification
HTTPs communication and encrypted database cloud computing
Customize your company logo for end user Apps

Support dashboard for quick managing devices at client sites
Auto scan your network IP cameras and NVRs

Auto update to LILIN Device Cloud from client sites

Plug-n-play, no P2P, no port forwarding

LILIN WebSmart PoE switch supported for power reboot
Support HDMI and mouse for local management

Support SmartPlug for device reboot.

Support Google Map device alarm.

1.1 Sign Up a Cloud Account
Visit https://cloud.ddnsipcam.com for sign up a cloud account.

You can also visit LILIN DeviceHub ->*ACCOUNT” for creating an account.
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Account (email address)

Password
Confirm Password

Security Code

2.0 LILIN DeviceHub

LILIN DeviceHub is installed at a client site for managing IP cameras and NVRs. |P cameras connection
information and NVRs recording status are sent to LILIN Device Cloud via LILIN DeviceHub.

2.1 LILIN DeviceHub Installation

For using LILIN Device Cloud, plug in the DeviceHub to a local area network where the network is connected for
Internet access. LILIN DeviceHub is defaulted to a DHCP client. There is no IP address configuration needed.
Once the DeviceHub is connected, it automatically connects to Internet.

2.2 Use a PC for Accessing LILIN DeviceHub

For accessing LILIN DeviceHub on a PC, download LILIN IPScan. IPScan is able to scan LILIN DeviceHub.
Double click on the DeviceHub in IPScan for configuring devices over a web browser.
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) Navigater IPScan 64 bits
Help
£ Mame izl Addre;s Subnet Mask Gateway Port  Assign... Mac Address Model
1 4-PC 10.0.0.26 255.255.255.0 10.0.0.1 80 Static IP 00ff31a7a4cs 9995
2 LR7022 192, 168.67.216 255,255,255.0 192, 168.67.1 a0 Static IP 0ooffc2458bc 182
3 IPG1032 192,168.67.217 255,255,255.0 192,168.67.1 80 Static IP 000ffc258047 65
4 IPCO522 152.168.67.218 255,255,255.0 192.168.67.1 a0 Static IP oooffcded3az 451
Status:
4/ 0K

- m} *
(@) static  (CJDHCP (C)PPPOE () ONVIF

Scan Device Type DHD ONVIF

[] Authentication
Username
Password
Refresh Apply

Close

To login on LILIN DeviceHub, please type “admin” for user account and “1111” for password.

Click on “DEVICES”->*ACCOUNT” for creating an account. Provide the following information:

Client Number: 2

SLILIN
=)
&’ DEVICES
DISPLAY
NETWORK

SYSTEM

Once an account is created successfully, click on Check Account button that will prompt a success message.

2.3 Use the HDMI of DeviceHub for Accessing LILIN Device Cloud
Connect the HDMI and a USB mouse to LILIN DeviceHub. This allows operating LILIN DeviceHub via an HDMI

monitor.

GENERAL

& ACCOUNT

Cloud Device Name
Cloud Account
Cloud Password
Check Account:

Add Account

LILIN Desktop

stevehub@meritiilin.com.{

4

2018/06/04 11:18:26

Cloud Device Name: Identify the DeviceHub on LILIN Device Cloud or on the App.
Cloud Account: The account (email) for accessing LILIN Device Cloud.

Cloud Password: The password for accessing LILIN Device Cloud.

Check Account: Check if the account is in use.

Add Account: Create an account for LILIN Device Cloud.

OMbps

admin ¥
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2.4 Device Management via LILIN DeviceHub
Click on “DEVICES”->"GENERAL” on DeviceHub. Set up the cameras and NVRs for management purpose.
Follow the steps below for set up devices:

®  Search device: This is to explore ONVIF cameras and LILIN NVRs.

®  Add device: Manually add devices to the management list.

® Delete device: Remove the selected devices from management list.

® Reboot: PoE power reboot for IP camera or software reboot.

After all network devices are set up, click Apply to save the device management list. In order to synchronize the
information of all devices to the LILIN Device Cloud, go to "DEVICES" ->*ACCOUNT” and click "Apply" to
synchronize information with the LILIN Device Cloud.

You can also perform reboot a network locally by clicking on Reboot button.

QLILIN %5 cenea

& pevices

6/6 entries
Device Reboot Select All Unselect All Load Checked Status

art Plug Search PoE Switch

Apply Reset

e Manually add a device for monitoring.
Delete Device Delete a device for monitoring.
Reboot ; : :
Remote reboot a device via DeviceHub.
Select All Select all devices for cloud monitoring.
Bncele i Unselect all devices for cloud monitoring.
el R2cl0ad camera name and recording status to DeviceHub.

Search Device Search all the network devices.

Search EdiMax SmartPlug.
Search PoE Switch Search WebSmart PoE switch.

Apply Make sure to click Apply button for storing the settings.

Note: You must select the devices for LILIN cloud to manage.

2.4-1 How to Select Devices for LILIN Device Cloud
For monitoring a site, check a device for monitoring. Once devices are checked, these devices information will
be monitored and sent to LILIN Device Cloud via DeviceHub.
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Switch Name Device Name Model : IP Address Port  Status

v PS3108C VN-U78 VN-U78 192.168.50.110
v PS3108C 3 POE_TEST IPR7424/8 192.168.50.204

v PS3108C NVR_209 IPR7424/8E 42 192.168.5.209

2.4-2 DeviceHub Stand-alone without LILIN Device Cloud
Camera Reboot mode: If you do not want to use LILIN Device Cloud, you are able to use Camera Reboot

mode. DeviceHub is operated as stand-alone mode the same as a watch-dog timer for monitoring IP cameras
or NVRs without LILIN Device Cloud.

QLILIN GENERAL &89 ACCOUNT

P
%" DEVICES Cloud Device Name DH032

Cloud Account @meritlilin. b
DISPLAY stevehub@meritlilin.com.t

Cloud Password ssses
NETWORK

Check Account

SYSTEM

Add Account

Camera Reboot

3.0 LILIN Device Cloud
Visit https://cloud.ddnsipcam.com for login your account.

OLILIN

= _

3.1 Dashboard
After login to the cloud, a dashboard page gets shown. Device status and bandwidth are described below:

On-Line Status: Devices on-line status

Recording Status: The NVR and IP camera recordings are in operation.
Storage Status: The status of NVR and IP cameras storage

Video Loss of NVR: The video loss status of NVR or DVR

Bandwidth History
The bandwidth history is useful for determining the bandwidth in between the site and the cloud. If an end user
experiences video streaming issue, the bandwidth history can be used for determining the uploading bandwidth.
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()LILIN avia io User: demo@lilin.com.au ‘ Menu =

Qs Bar alys L §

@ Dashboard Client
ALL >

& Manage Client
@ Manage Device On-Line Status Recording Status Storage Status Video Loss of NVR
Manage Visitor

& Configuration On-Line:34 | NG:3| < 38 | NG:C Healthy8 | NG|

Connected:34 | Loss3

[@ site Log

# Site Map™

© Alexa Bandwidth History
W MAC to SN LILIN AUSTRALIA | Sydney Demo -

& Account

B —
S—

Client Site Status

L < [t e Dol ]

2018/12/17 10:13:39 LILIN AUSTRALIA 82582 Online

2018/12/17 10:08:23 LILIN AUSTRALIA 8481 Online

2018/12/17 10:08:03 LILIN AUSTRALIA as Online

3.2 Access the DeviceHub on LILIN Device Cloud
Once a DeviceHub is connected to Internet, the DeviceHub is registered at LILIN Device Cloud-> “Configuration”.

®  Polling Interval: The detection period for device status to LILIN Device Cloud
® Language: The language of Device Cloud

- P =
() L’L’N N 9 BTlser. demo@lllll‘:um.au ] 3 :;!u —
3 41 g33 8

@ Dashboard Device Hub Configuration

@& Manage Client

B Manage Device Polling Interval 1 Hour
Manage Visitor Language English
& Configuration

> -—
3 Site Log £4

2018/10/02 09:22:42 LILIN AUSTRALIA Sydney Demo Hub 192.168.0.22 Online

Secan
. Check | Added ¢ | Client Name Site Name Device Name P @ |NAVSys.ID ¢ Status ¢  Sync to Cloud PNS m Speed Test Reboot
& Site Map™ ___ Device
© © i

@ [0}
© © @ (U]

% MAC to SN 2018711715 14:08:39 LILIN AUSTRALIA | Melbourne Demo Melbourne Hub | 192.168.15.5 Online © © @ [0}

© Alexa

2018/10/18 09:24:15 LILIN AUSTRALIA Graham Madden Graham Hub 10.0.0.13 Online

& Account

Version 1.0.0

# Select and check the DeviceHub, click on Edit button. Please specify the Client Name and Site Name. This
allows the DeviceHub categorized for future use.

Make sure that the Sync to Cloud is enabled for sending device status back to the cloud. You can temporarily
turn Sync to Cloud to off for not sending device status.
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~

Edit Device Hub

Device Name

LILIN Desktop
Sync to Cloud
YES -

Client

Steve Client -

Site
Steve Site -

To manage the DeviceHub via LILIN Device Cloud, follow the steps below:

m Delete the device of the DeviceHub monitoring from LILIN Device Cloud.

't? Retrieve the status of all devices from the DeviceHub to LILIN Device Cloud again.
O Reboot the DeviceHub

)

Speed test in between the site and LILIN Device Cloud

Client Device Sync to Scan Speed

2018/10/22  Steve | 7F Demo DHO32 192.168.3.66. 45CA-QE- Online s

03:28:16 Hu Steve A1

2018/10/22  Steve  7F DH032-7F Offline = P i
LR Hu ©C ©m ~ @ o

3.3 Manage Client

Before a DeviceHub gets configured, please create a new Client. Click on + sign to create a new client. To
delete a client, check the client and click on — sign. Since a client might have multiple sites, click +/- button for
creating sites for the client.

()L’L’N R 9 BTlser: demo@lilin;om.au & ﬁlu =
3 41 33 8

Client o
& Dashboard LILIN AUSTRALIA + =4 JJALL t=4 "l

“& Manage Client
Site List

S S N T

Sydney Demo 02 9646 4878 52328 Installer 2018/11/2010:13:33

3 Manage Device

Manage Visitor

& Configuration ‘ Graham Madden 0423 865887 ‘}5| as End User 2018/12/03 10:18:08

Melbourne Demo 0402723659 .ﬁi 85 Installer 2018/11/20 10:02:17

[@ site Log
@ Site Map™
@ Alexa

W MAC to SN

& Account
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#" Click on Edit button to enter a client's detail. Enter the Name, Company Name, Phone Number, Address,
and Client Type for the client.

Manage Client

Edit Client -

Name

Steve Client

Company Name

Phone

0800-080-888

Address

Client Type

Installer -

3.4 Manage Site
Once a client is created, please create sites for a user. A user could have multiple sites for device management
purpose.

To add a site, click on + sign. To delete a site, check the site and click on — sign.

CLIENT SITE
Steve Client 4+ = ¢ .| SecuTech +=—-4 .|
Site List:
I Y T Y Y Sy S S S
O Q 2018-04-16 14:33:11 Stewe Site ‘350 e} Installer
0O Jayi7] 2018/04123 17:29:04 secuTech "B 17 Installer

The Edit Site dialog box shows up. Enter the information as needed.

Manage Client
Edit Site .
Name
Graham Madden
Company Name
LILIN AU
Phone
0423 865887
Address
17 Austin Street, Woonona NSW2517
Map Position
34.3442659803477, 150 91459239472658 @
Client Type
End User

3.4.1 Map Position

@ Click on Map Position button. This can display Google Map for installation sites. Please drag the balloon for
the location. This feature is useful. An installer can use LILINHub app to determine a customer’s location with
device maintenance information.
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Manage Client

Edit Site

Map  Satellite

Russell Vale
Cormmat__ Bellamb)
m

East Corrimal

o
Mount Keira B0 Fairy Meadow
Keiravile _ North
Co g'Z ooty Mso data 82018 Google  Tenm:

GPS Location: -34.3442659803477, 150.91459239472658
Drag the ballon to the location of the site of the client.

3.5 Manage User

For a large corporation, there might be many roles for using this system. A system administrator is able to setup
allowed features for a client, an operator, or an installer. For assigning a feature for a role, switch the client and
the sites for assigning the authentication level. Select multiple check boxes that can apply all for users.

& Dashboard ey
Steve Hu

& Manage Client

Access User List
A Manage Device

& Manage User 0 Guest

&= Manage Visitor

# Configuration Allowed Feature Guest

[3 site Log [& Dashboard
& Site Map™ 0 Mansse Client
O Manage Device:
Cliexa O Manage Visitor
W MAC to SN O cenfiguration
& Account 0 siteLog
[ Site Map

D Alexa

O mactosh
O Account

[ Event Push Notification

3.6 Manage Device
Once a DeviceHub gets configured, the DeviceHub starts to send all devices status to Manage Device page.

o‘_’L’N Device Cloud 9 ijser: dzmn@linn;nm,au ‘.:nu =
3 37 [ ko 3

gl

@ Dashboard

Client Site
LILIN AUSTRALIA v I Sydney Demo @

& Manage Client
Manage Device

Rec.Start
Alarm ¥ |LastUpdats @ [Site Name # | Device Name + | IP:Part | Viden Loss of NVR - -
Rec.End

Manage Device

@2 Manage Visitor

@ Configuration & 7141 SydheyDemo 333y 1921630808021 0 " oo oftie  m (@) B F
1217 12:43 Sydney Der . 192.168.0.87:87 ch7 12/07 06:00  7602HSOM  Onli
@ site L 4 ydney Demo £} SECURITY i e BHOORLD
ite Log 12417 13:44
o Site Mag™ A W Sdney Demo £} wyRadaC-andre  192:163.0.96:80 e Mostorage.  TEOMGOM  Onee 5 oy @ (D A T
A wiTiza SydneyDemo M mRa342 192.168.0.209:80 nA N ODOHZOM offie By D [ P
© Alexa A wiTiza SydneyDemo (53 nvR3416 192.168.0.88:88 [ 12061500 Te0GOM  onne  {oy DD AW
_ - 12/17 13:44
® MAC to SN A w74 SydneyDemo (53 NVRAGAC-Tech 192.168.0.69:80 0 /21 16:43  T602HSOM  Online OCORLPH
- v
12014 16:12
& Account g
A wiTiza SydneyDemo @M 7SR81220PR 192.168.0.199:80 Ha NA SN e @By D 0 S @
A w7z SydneyDemo | @M p7DS422EXY 192.168.0.201:80 HA NA SN oiine B D0 L E
A w74 Sydney Demo @M po2220E 192.168.0.202:80 HA NA HoasM e @O AW
A w74 SydneyOemo @M L7022 192.168.0.203:60 A NA 7602H30M  Online OCOLDPH
A wua Sydney Demo @M FRI3CZ 192.168.0.204:80 HA A G60THOM e BOOD LT
Iy 12017 12:43 Sydney Demo @M pRsIz 192.168.0.205:80 HA NA T60ZHSOM Online BOODLPE

[MM Delete all data of the DeviceHub from LILIN Device Cloud.
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Retrieve the status of all devices from the DeviceHub to LILIN Device Cloud again.

<~
s
0 Reboot the device

Check device on-line status and firmware version.

Check SD card recording status of an IP camera

m Check HDD status of an NVR
»

Change username and password of a remote device

Device Status

@ Click on information button that can show the detail of the NVR or the camera.

Last Max Max number of HDD(s)

Reboot  Ch. HDDsallowed Instalied RAID

29/11/2018
16:19:05

NVR3416 | 000FFC114TE2 | 3.0.56

SD Card Version Last Reboot

ZMRB522X 000FFC51703C No 42901 2018/12/13 16:13:10
Features:
[Z Motion Detection [ ] Alarm In [ Face Detection B People Counting [Z Tripwire [] VS 2.1

() FishEye (8 AutoFocus [_] PTZ [_] Audioln [] Audic Out [] SD Card

m Click on HDD information button that can show the detail information of the NVR HDDs.

HDD Used(%) HDD Size  Disk error.

99 931GB No 02/11/2018 08:00 17/12/2018 14:08
HDD #1
27738 Hours / > 2 years 35°C /95 °F 1.00 TB
HDD Running Time HDD Temp. HDD Capacity

11
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Q Click on SD card button that can display the SD card detail of the camera.

SD Card Total Capacity Free Capacity
Yes 12 Mb 12 Mb

3.7 Site Log

Once a device is detected, the information gets relayed from DeviceHub to Device Cloud. The device status
gets kept at Site Log page. The log will be kept for 30 days.

(¥

Select the entire device logs for deleting purpose.

Delete the selected device log.

()L’L’N e G User: demo@lilin.com.au “Menu =

9 Bar oy P,

@& Dashboard Site Log

& m

& Manage Client

3 Manage Device o o o °
1/1
T d @
Manage Visitor T L [ S ™ Y S ™ N N
LILIN AUSTRALIA Graham Madden 12/17 02:08:37 & security 10.0.0.112:85 Video Loss Cha = ooR
& Configuration LILIN AUSTRALIA Graham Madden 12/17 00:38:22 B security 10.0.0.112:85 Video Loss cha ~ voR
3 Site Log LILIN AUSTRALIA Sydney Demo 12/17 11:09:12 3 WG andrea 19216809680 Viden Loss Cht & 0o
] - LILIN AUSTRALIA Sydney Demo 12/17 11:09:12 £ secuRiTy 192.168.0.87:87 Video Loss chr = ooR
& Site Map
LILIN AUSTRALIA Sydney Demo 12/17 11:09:07 £ NVRADAC-Andrea  192.168.0.96:80 Videa Loss cht = oo
@ Alexa LILIN AUSTRALIA Sydney Demo 12/17 11:09:12 WM Re342 192.168.0.209:80 Offline (4 [CYo)n]
LILIN AUSTRALIA Sydney Demo 12/17 11:09:07 ; 192.168.0.87:87 Videa Loss ch7
® MAC to SN ASTRALLA id & secumry ¥ ool
LILIN AUSTRALIA Sydney Demo 12/17 11:09:07 WM R8142 192.168.0.209:80 Offline & [CYoRn
& Account =
LILIN AUSTRALIA Graham Madden 12/16 23:38:12 & security 10.0.0.112:85 Videa Loss cha = ooR
LILIN AUSTRALIA Graham Madden 12/16 23:08:02 P 10.0.0.231:80 Offline = OO0

3.8 Alexa Integration
Visit LILINHub Alexa Skill User Manual for detail.

4.0 PoE Switches Supported
LILIN WebSmart PoE switches are supported for IP camera power reboot. Once the PoE switches are connected
into the network of LILIN DeviceHub, DeviceHub is able to scan WebSmart PoE switch.

® DHCP client of LILIN WebSmart PoE switch should be enabled.

® DHCP server of LILIN WebSmart PoE switch should be disabled.
® UPnP Client of LILIN WebSmart PoE switch should be disabled.
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OLILINL 5

Unselect Al Load Checked Status.

Apply Reset

To rename a WebSmart PoE switch, click on More button and enter the Device Name for the PoE switch.

4.1 SmartPlug Supported

Third party EdiMax SmartPlug, SP-2101W v2, is supported. Make sure that SP-2101W v2 is properly configured
for its WiFi connection. Follow SP-2101W'’s instruction manual for enabling authentication. The WiFi router
should be in the same network as DeviceHub. SP-2101W v2 can then be scanned by DeviceHub. Since there
are many devices connected, you can assign few devices connecting to the SmartPlug.

Click on button for searching the SmartPlug. The SmarPlug will be displayed on the Power
switch table. Click on More button for changing the name.

13 66-UM-DC-CSE-3



Switch Name Model IP Address

PLUGZ

SP2101W V2

192.16840.80
SP2101W_V2 192.16840.57

PS3268C 192.16840.58

There might be many devices connected to the SmartPlug. Please click on More button of the device. Assign
the Plug to the device. Once this is configured, a user can reboot the device from LILINCloud and App.

Device Information
Device Name

1P Address

User
Password
Product Type
MAC Address

Plug

5.0 LILINHub App

Visit iOS and Android App stores for downloading the LILINHub App. Once the App is installed, logon

Port

10000

10000

80

MR6342 103

admin
IPCAM
O000FFC3E99A2

PLUG2
PLUGL

Serial Number

BO1F02D6D447

B801F02D6CEES

00-40-c7-b9-aa-04

Get Mac

Set Plug

Cancel

LILIN Device Cloud by using the email address (account) and the password created.

Device List

Bandwidth Tester

Configuration

SiteLog @

Site Map

Logout

14

Device List (%)

Bas s P

SteveClient ¥ SecuTech v

£ DHO32()\E FiRHUB)

[CNOX=Y ]
£ DVR816()\)

[ONOX=N ]
¢ IPC01/02/03 Series

ONORNY |

¢ IRS130

(NGB |

@M Steve Client - SecuTech

06/10 10:39 / Offline
IPC01/02/03 Series

(UGN
4

@M Steve Client - SecuTech

06/10 10:39 / Offline
IPC01/02/03 Series

(OGR!
«

@ Steve Client - SecuTech

06/10 10:09 / Offline
IPC01/02/03 Series

[CHONH!
«

@ Steve Client - SecuTech

06/10 10:09 / Offline
I1PC01/02/03 Series
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‘ @® Bandwidth Tester

& Device List

‘ Show detail a device’s status.

Test bandwidth from a site to the Cloud.

‘ ﬂ' Configuration i . i
Setup a DeviceHub for push notification, reboot, or re-scan.

A Ssitelog @

Show the push notification of a site log.

& Site Map

‘ Display a site map.

ﬂ Logout

Log out of the system.

Once login to LILIN Device Cloud, you can manage a site for device status. You can also get alarm push
notification if devices experience issues.

mThe number of clients is being managed.

9

S The number of sites is being managed.

& 232
L2l The number of devices is being managed.

Y L

LILEN The number of online devices

m The number of offline devices.

Iy
- Make all the event logs as read and processed.

Note: If you have a LILIN DDNS account, you can use LILIN DDNS account.

Speed Test (5 Site Map | &~ Device Hub Configuration

Select Hub
: Polling
LILIN AUSTRALIA | Sydney Demo . Interval 1 Hour

Language English

S -

Client Name: LILIN AUSTRALIA
Site Name: Sydney Demo
Device Name: Hub

Status: Online

Added: 2018/10/02 09:22:42

Syne to Cloud gy

Flush

Scan Device #%
(¥

5.1 Speed Test
To test the bandwidth of a remote site, first select a site (DeviceHub) and click on the refresh button E on the

App for getting the bandwidth.
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5.2 Site Map
Once the site map is configured from Manage Site, you are able to use LILINHub app for the device status of
installed sites. Click on Red balloon for a site having maintenance issues. Green balloon means that the site is

running OK.

Map

5.3 DeviceHub Configuration

IERERNO Enable device to sync to LILIN Device Cloud.

““"W Flush button can delete all the devices for the DeviceHub. Click Scan
device for a fresh start.

P2 Scan devices to the DeviceHub for new devices.

"  pysh notification service. You can turn it off for disabling push notification to
LILINHub App.

Aeooot O Reboot the DeviceHub.

6.0 Mac to SN

If you are an installer, MAC to SN (MAC address to serial number) feature is a good tool for finding the serial
number for RMA service.

() L IL ’N p— i' 9 User: gehuh@meriﬂil:om.m rl ’Meml =
5 2 18 5 13

@ Dashboard MAC to SN
i Manage Client

MAC Address
3 Manage Device
£ [ ey Serial Number

= Manage Visitor

£ Configuration

@ Site Log

) - Product Model
# Site Map

@© Alexa
W MAC to SN Serial Number

& Account

To use this feature, make sure that you entered “Installer” at Business field.
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# Site Map™

[Accnunl Detail v ]
® Alexa

Company Name

¥ MAC to SN Merit LILIN

& Account
Name

Steve Hu

Contact Mail

stevehub@meritilin.com.tw

Phone

(02)22988088

Address

fullerton ca usa

Business

Installer -

7.0 Account

Please provide all the necessary information at Account page. You are able to use your own logo for using
LILINHub app. For editing your logo, click on the BMP file.

@ Dashboard Account Information

3 Manage Device
& Manage User

& Manage Client

Manage Visitor
Upload Logo
¥ Configuration

[2 Site Log Push Notification test

& Site Mapm‘ .
[ Account Detail ~ ]
@ Alexa
¥ MAC to SN Time Zone
T e (GMT +08:00) Beijing, Perth, Singapore, Taipei -

Click on Submit button for uploading a graphic or a logo file to LILIN Device Cloud. You are able to edit the logo
file by dragging the blue window below:

Crop the image
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8.0 Alarm Push Notification of LILINHub App

The following device status will be sent to LILINHub App via LILIN Device Cloud.

Status Description App Notification

NVR video loss Camera video loss of a NVR Yes

Recording error NVR recording time is incorrect. Yes

Storage error NVR HDD broken SMART error Yes

Off-line IP of a camera or NVR is not in operation. Yes
8.1 Feature Support List
Device Recording Time |Reboot |Storage Size |HDD Error [Video Loss |Firmware Version
IP Camera YES YES YES N/A YES YES
ONVIF camera [NO YES NO N/A YES NO
NVR YES YES YES YES YES YES
DHD NO YES NO NO NO NO
NAV YES N/A NO NO YES YES
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Appendix

Specifications

Features

Specifications

LILIN Device Hub

DHO032 Device Hub

Camera support

LILIN IP camera, SD card monitoring, camera name, reboot

ONVIF camera support

Reboot via LILIN WebSmart PoE switch & power plug

NVR & DVR

LILIN NVR and DVR supported

Number of devices supported

128 devices

Voice control

Alexa controls for door, gate, NVR, and PTZ

PoE switch

LILIN WebSmart PoE PS3108C, PS3188C, PS3268C switches integrated

SmartPlug

EdiMax, SP-2101W v2

PoE port mapping

Support IP camera and WebSmart PoE port mapping and power reboot

Dashboard Recording status, on-line status, off-line status, video loss

Remote reboot LILIN IP cameras via LILIN WebSmart PoE switch & SmartPlug

NTP Network time protocol supported for sync network devices

DST Daylight saving time supported

Protocol HTTPs to cloud, HTTP for local access, UDP discovery, ONVIF discovery
CPU ARM Cortex A9 CPU @ 600 MHz

Fan Fanless design

HDMI 1080P

Power DC12v

Language supported

English, Italian, Traditional Chinese

Device Cloud

Site management

Yes

Installer own logo

Yes

Device management

Reboot, refresh

Recording checking

NAV, NVR, and LILIN IP camera

Storage checking

NVR, LILIN IP camera SD card

Device reboot

NVR, LILIN IP camera, ONVIF IP camera

Bandwidth

Network speed report for a site

Map

Google map

Authentication

Feature table configurable, user accounts, 5 access level configurable

App management

Mobile phone iOS & Android

Notification Device status alarm notification, HDD, no recording, video loss
Device management Reboot, refresh for devices status for remote devices

Map Google map

Bandwidth Network speed report for a site

Authentication

Account login
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