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Welcome

Thank you for purchasing this NVR.
Please read this manual carefully before installing and operating the unit.

If technical assistance is needed, please contact Speco Technologies Technical Support.

Phone: 1-800-645-5516 option 3

Email: techsupport@specotech.com



Important Safequards and Warnings

1 . Electrical safety

All installation and operation here should conform to local electrical safety codes.
The product must be grounded to reduce the risk of electric shock.

Speco Technologies assumes no liability or responsibility for all the fires or electric shock caused by improper
handling or installation.

2 . Transportation security
Heavy stress, violent vibration or water splash are not allowed during transportation, storage and installation.
3 . Installation

Keep upwards. Handle with care.
Do not apply power to the NVR before completing installation.

Do not place objects on the NVR.

4 . Qualified personnel

All the examination and repair work should be done by the qualified service engineers.

Speco Technologies is not liable for any problems caused by unauthorized modifications or attempted repair.
5 . Environment

The product should be installed in a cool, dry place away from direct sunlight, inflammable, explosive
substances and etc.

6. Accessories
Be sure to use the included accessories only.

Before installation, please open the package and check that all components are included.
10



Contact the supplier immediately if something is broken or missing in the package.

7. Lithium battery

Improper battery use may result in fire, explosion, or personal injury.

When replacing the battery, please make sure to use the same exact model.
CAUTION

RISK OF EXPLOSION IF BATTERY IS REPLACED BY AN INCORRECT TYPE.

DISPOSE OF USED BATTERIES ACCORDING TO LOCAL LAWS.

Before operation, please read the following instructions carefully.
< Keep away from extreme hot places and sources and avoid direct sunlight
< Keep away from extreme humid place
< Avoid violent vibration
< Do not put other devices on the top of the NVR

< Be installed in well ventilated place; do not block the vent

11



1 Features and Specifications

1.1 Overview

The NLA NVR supports live view, recording and playback, and remote management and control of IP
cameras.

The NLA supports plug and play for Speco’s IP cameras. If a camera is connected to one of the PoE ports
that are built into the back of the NVR, it will auto populate on the designated channel without any additional
setup. Once the unit is set up, it can be accessed over the network through: 1) a web browser for quick
viewing, playback, and setup and 2) SecureGuard® VMS, which provides a robust solution for viewing
multiple devices simultaneously and redundancy.

1.2 Features

Viewing layout options: 1x1, 2x2, 3x3
HDMI and VGA outputs for monitors
PTZ control interface

Swappable channel tiles in real time

Live View

Record up to 8MP (4K) on every channel at 30fps max

Instant playback for any channel

Supports various playback modes: slow play, fast play, backward play
and frame by frame play.

EZ Search (thumbnail based search)

Export clips on USB flash drives and hard drives

Playback

User
Management

Customizable groups with access for individual features
Assign users to different groups
Up to 128 user accounts supported

Record e Supports video and snapshot storage
e Record in continuous, motion, and sensor modes

e Trigger recording through motion, sensor, and tampering.

Alarm . . o
e Events can also trigger a relay alarm device and Digital Deterrent®

e Alerts can be also sent via email.

Upgrade e Supports local and remote upgrades via web browser

12



1.3 Specifications

1.3.1 NLANVR
Model N4NLA NSNLA
System System 4 connections. Total camera 8 connections. Total camera
Resources bandwidth of 80Mbps. bandwidth of 80Mbps.
(013] Embedded Linux real-time operation system
Interface Local GUI / Web Viewer
Decode | Compression H.265 / H.264

Decode
Capability
(local viewing)

Up to 8 channels, 720p @ 30fps
Up to 4 channels, 1080p @ 30fps
1 channel, 8BMP @ 30fps

Video Input 4 channels, network video 8 channels, network video
Output 1 HDMI, 1 VGA
Split View 1/4/8
Audio Input 1 RCA input
Output 1 RCA output
Compression G.711a
Alarm Input N/A
Output N/A
Function | Storage 1 internal HDD slot, up to 6 TB supported
Port and | RS232 Port N/A
indicator RS485 Port N/A
USB Port 2 USB 2.0 ports
Network 1.10/100/1000Base-T Ethernet port
Connection
PoE Ports 4 8

Indicator Light

Network / Power / HDD status indicators

13




48VDC, 1.25A; 50W PoE budget 48VDC, 2A; 80W PoE budget

14°F ~ 131°F

10%~90% RH

10.2"x 1.8"x 8.7”

3 lbs

14



2 Front Panel and Rear Panel

2.1 Front Panel

2.1.1 NLA Series

The NLA front panel is shown below. See Figure 2-1.

Figure 2-1

Please refer to the following sheet for detailed information.

Icon Name Function
L Blue indicator is on when connected to a
LAN Network status indicator
network
o Blue indicator is on when power is operating
PWR Power indicator
normally
Lo Blue indicator is on when the hard drive is
HDD HDD status indicator .
operating normally

2.2 Rear Panel

2.2.1 NLA Series

The 4ch unit’s rear panel is shown below in Figure 2-2.

FoE FORTS

N [Tl |
L

Figure 2-2

15



The 8ch unit’s rear panel is shown below in Figure 2-3.

PaE PORTS

Figure 2-3

Please refer to the following sheet for detailed information.

Port Name Connection Function
e USB2.0 port May be used for a mouse and external storage.
Gigabit Ethernet port. Connect to a network
Network port
cable.
Used for video output to a monitor/display with
HDMI HDMI v1.4 P pay
HDMI port
Used for video output to a monitor/display with
VGA VGA output P Py
VGA port
- GND Ground end
Power input
prvid Input DC 48V/2A.
port
MIC IN Audio input port | Audio input port for two-way audio. Connect a
microphone.
MIC OUT Audio output Audio output port to a speaker
port ® Two-way audio output.
® Audio output on full screen live view.
® Audio output on full screen playback.

16



2.3 Two-Way Audio

2.3.1 Device to PC
Device Connection

Connect a microphone to the input port located on the rear panel of the NVR. Then connect a speaker to the
audio output port on the PC.

Log into the web viewer to enable two-way audio:

After logging in, look in the left menu panel at the bottom. See Figure 2-4.

Stan Talk -
DEFALULT
57 11a
7110

FCM

Figure 2-4
Audio

See Figure 2-5.

B . e el e , G %
e 3?-‘*‘?5": S SR e -

! '

Figure 2-5

2.3.2 PC to Device
Device Connection

Connect a microphone to the audio input port on the PC and then connect a speaker to the output port on the
rear panel of the NVR.

Log into the web viewer to enable two-way audio.

Please refer to the diagram above (Figure 2-4) to enable this option.

17



Audio

See Figure 2-6.

I
) — H
- SR -

Figure 2-6

2.4 Mouse Operation

Please refer to the following table for mouse operation instructions.

Left Click Menu item selection

Use for on-screen keyboard

Double Click | In live view, double click to go from split screen to a full screen and back

Right click Brings up menu options in live view

Exit current menu without saving when in setup

Drag mouse | Select motion detection zone

Select privacy mask zone




3 Device Installation

Note: All of the installation and operations here should conform to local electric safety rules.

3.1 Check Unit

After unpacking the unit, please check for any visible damage. Then check to make sure that all accessories
are included.

3.2 Product Label

Check that the model number and serial number that’s listed on the label on the unit are the same as what'’s
listed on the package label.

3.3 Connection

3.3.1 Example
Please refer to Figure 3-1 for a connection example.

The 8-channel unit is shown below.

Bidirectional Talk

VGA Output Output HD?’![ Output
L
N M;ﬁll’l "f
G T - :._ G SUT
lO‘ ey |l 1L i IL dh il 0 O
— s e — e - i =
@\ (| oo @ & = o
O JC L. O 3§
}

s ' 1l.|.:.1.'|-1
e < /—1' | .—\l 7
Bidirectional Talk

USBE Port
Power Socket | Input

Network Switch

Figure 3-1
19



4 Unit Local Operation

4.1 Startup and Shutdown
4.1.1 Startup

A Caution

Before powering up the unit, please make sure:

® Connect the NVR to the power adapter first and then connect the power adapter to the power
outlet.

Please follow the steps listed below to start the device.

® Connect the device to the monitor and then connect a mouse.

® Connect power.

® The system will be in split screen mode by default upon startup.

4.1.2 Shutdown
Note
® Do not unplug the power adapter when the device is running (especially when it is recording).

The proper way to shut down the unit is:
Main Menu->Shutdown

Shut Down Logout Restant

Click OK.

20



4.2 Change/Reset Password

4.2.1 Change Password

Listed below is the default login ID:

® Username: admin (administrator, local and remote)

Note:

For security purposes, it is required to create the administrator password on the initial login.

5 incorrect login attempts within 30 minutes will result in a lock on the account. Once the unit is locked,
please wait for 30 minutes before attempting to log in again.

See below for the password change screen.

® Create an 8-digit password, consisting of letters and numbers. As a backup, an unlock pattern can be
created.

® Security questions can be set here to reset the password in case it is forgotten. Three security questions
must be set. These questions must be answered correctly when resetting the password.

® For more information, please refer to section 4.2.2.

Device Initialization

Unlock Pattern Password Protection
User admin
I E—

[ | |

Itis 8 to 32-digit containing letter(s), number
(s),symbol(s). lt contains at least two types.

Confirm Password |:I
Prompt Quesion [

Figure 4-1
21



4.2.2 Reset Password

If the password has been forgotten, answer the security questions set in section 4.2.1 to reset the password.

SYSTEM LOGIN

User Name | admin - &
Password
OK Cancel
Figure 4-2

The following dialogue box will pop up. Please answer the security questions and then enter Next. See
Figure 4-3.

Reset Password

Reset Type [ Security Question [~]

Question 1 | ‘ |

Answer [ |

Question 2 | ‘ |

Answer | |

Question 3 | I+

Answer
%

| Cancel | | Next |
Figure 4-3
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4.3 EZ Setup

After the NVR successfully boots up, the prompt for EZ Setup will pop up. To prevent EZ Setup from running
again on the next reboot, uncheck the Startup box before selecting Next or Cancel.

EZ Setup

EZ Setup

The EZ Setup includes General, EZ Network,
EZ Camera, Schedule,EZ Record.

Startup

Please uncheck this option if you do not wish
to go through EZ Setup again

Next Cancel

Figure 4-4
Click Next or Cancel button. See Figure 4-4
The system consists of two accounts:
® Username: admin. Password: admin. (administrator, local and network)

® Username: default. Password: default (hidden user). Hidden user “default” is for system interior use
only and can not be deleted. When there is no login user, hidden user “default” will automatically login.

SYSTEM LOGIN
User Name | admin | &=
Password | |
0K Cancel

Figure 4-5
Click the OK button to go to the Setup Interface. See Figure 4-6.
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General

Device Name NVR

Language [ENGLISH [~

Instant replay [5 |min

Auto Logout [10 [Min. [ Monitor Channel(s) ... |
Camera Time Sync Hour

Ez Setup

Mouse Sensitivity Slow J— Fast

| Previous H Next H Cancel |

Figure 4-6

Click the Next button to go the to network interface. See Figure 4-7.

TCP/P

Ethemet Card IP Address NetMode  NIC Member Edit Unbond

IP Address: 192.168.1.200 Default Gateway: 192.168.1.1 MTU: 1500
MAC Address: 14:a7:8b:26:d6:4c Subnet Mask: 255.255.255.0 Mode: STATIC

IP Version [Pvd__ ']

PreferredDNS [ 8 . 8 . 8 . 8 |

AternateDNS [ 8 . 8 . 4 . 4 |

Default Card [ EthernetPortt [~

Figure 4-7

After configuring, network, DDNS, and UPnP settings, click the Next button to go to the Site Locate tab. See

Figure 4-8.
24



Site Locate
[Device Search] [ IP Address [-] | | [_Search ]| MUninitial.
0 Modify  Status IP Address Port Device Name Protocg
W D
[ Add || [Manual Add] [ Sman Add || [ Modity IP | Show

Added Device

CH Camera Name Modify Delete  Status IP Address Port [
« I ,

Figure 4-8

Click the Next button to go to the Schedule interface/EZ Record. See Figure 4-9.

For detailed information, please refer to section 4.5.2.

Schedule

Channel[1__[-] Pre-record|4 s [l SD Backup[1200_|s M
= B4 continuousMMotion M sensor

Al 0 2 4 6 8 0 12 14 16 18 20 22 24
o su &
© Mo &
o Tu & n
o we &
o Th &
o Fr & u
O Sa &
[ Defaut || Copy |

Previous Next Cancel ‘

Figure 4-9




EZ Record

Main Stream Al 1 2 3 4 5 6 7 8
Auto O o ® ® 0 0 0
Manual o O 00000 0 0
Off O O 000 00 00
Sub Stream1

Enable substream recording for better playback performance{uses more storage)

Auto O @ @ @ @ 0 @ 0
Manual o O 00000 0 0
Off O O 00000 0 0
Sub Stream?2

Auto O O 00000 O0O0
Manual o O 00000 0 0
Off O @0 0 0 @
Snapshot

Enable O 000000 O0O0
Disable O @@ 9o 0@ 0 0 @

| Apply || Finish || Cancel

Figure 4-10

4.4 Camera

4.4.1 Camera Setup

Note: For Speco’s IP cameras, the built-in PoE ports support plug and play. In order to this feature to work,
the IP camera’s user ID and password must be kept at the default values, which are admin and 1234,
respectively.

Go to Main menu->Setup->Camera->Camera to open the camera setup interface.

® Device search: Click the button to search for all network cameras in the same network segment.

® Status: Red circle (. ) means current channel has no video, green circle (' ) means current channel

has video.
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® |P address: Displays the network camera IP address.

® Port: Indicates the connection port of the IP camera. If the camera is connected to a PoE port on the
NVR, the port number will be indicated.

® Add/Delete: Click X to remove a camera from a channel. Click “Add” to add a device to the NVR.

® Manual Add: Click the Manual Add button to manually enter camera information and assign it to a
channel. The interface is shown below:

Manual Add
Protocol [SpecoB__[']
Channel Name | | {
IP Address [ 192.168.0.0 |
TCP Por
User Narne
pasaword o
Channel No. [1 | { Set |
Remote Channel No.
Decode Priority
ok [_cancel ][ oy |

® Modify: Click the modify icon for a channel to edit the camera’s information. See below.
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Madify

Channel [ T1
Protocol Onvi [
Channel Name | [
IP Address [172.12.1.103 |
RTSP Pon [ Customized [-] [ 554

HTTP Port
User Name
Password El

% Channel No. | | |

Remote Channel No. |:E|
Decode Priority

@® Auto O TCP O UDP O MULTICAST

ok [_Carce oy ]

Channel: Change assigned channel.

Protocol: Select protocol from the dropdown list. For Speco A and Speco B, the applicable protocol will
be chosen automatically. Note that for Customized, the RTSP stream URL must be entered for the main

and sub streams.
Channel Name: Enter the nickname of the channel.

RTSP/HTTP port: Enter the correct port values for the camera. If the ports have not been changed on
the camera, the default values are 554 and 80 respectively for almost all camera models.

User name/Password: Enter user name and password of the camera. The default user name is admin
and the default password is 1234.

Decode Priority: There are three options: Time/Video/Default. Please select from the dropdown list. Time
puts a priority on keeping the video as close to realtime as possible in case of a network not performing
optimally. Video puts a priority on video streaming quality.

Remote Channel: Channel number for network access.
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4.4.2 Image

Go to Main Menu->Setup->Camera->Image. The interface is shown below in Figure 4-11.

Note: This section is available for configuring Speco B protocol cameras only.

Channel: Select the desired channel from the dropdown list.

Saturation: For changing the saturation value of the camera. The value ranges from 0 to 100. The
default value is 50. The colors will become more saturated as the value is increased. Saturation has no
effect on the general brightness of the video. The recommended range is from 40 to 60.

Brightness: For changing the brightness value of the camera. The value ranges from 0 to 100. The
default value is 50.

Contrast: For changing the contrast value of the camera. The default value is 50. The recommended
value is from 40 to 60.

Auto Iris: When you disable this function, the iris is at the max. This option is on by default.

Mirror: Horizontal flip.

Flip: To flip the video vertically or 90°.

BLC: Depending on the camera model, this may include the following options: BLC/WDR/HLC/OFF.

WB: To set the white balance mode of the camera. This has an effect on the general hue of the video.
This function is on by default.

Auto: Auto white balance is on. System can auto compensate the color temperature to make sure the
video color is proper.

Sunny: The threshold of the white balance is in the day mode.

Night: The threshold of the white balance is in the night mode.

Customized: You can set the gain of the red/blue channel. The value ranges from 0 to 100.
Day/night. To set color or monochrome mode for the camera. The default setup is auto.
Color: Camera video stays in color.

Auto: Camera switches to monochrome in low light.
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< B/W: Camera video stays in monochrome.

SETTING
o= NETWORK Y EVENT A STORAGE E}} SYSTEM
Camera
Cmage e
Stream e -
Config Files | Config1 ﬂ
Channel Name Image
Brightness ———8—— 50
Contrast —fhp— 50
Saturaion ———8—— 50
Sharpness ————— 0
Gamma 0
Mirror O On O off
Fiip I
Exposure BLC
Mode [BLCMode  []
3D NR ® On O off
WB Day&Night
Mode [Cwsomzedzone -] Mode  [BW [
[—ox [ Coneet I Ay |
Figure 4-11

4.4.3 Channel Name

Go to Main Menu->Setup->Camera->Channel name. The interface is shown in Figure 4-12.

This is for setting the name of the local channel name on the NVR. This does not affect the nickname of the

camera itself. Maximum of 31 letters are supported.

SETUP
LT, NETWORK [ EvENT :-‘}E_CR‘A\“-F .u." SYSTEM
Camera
Channel Nare
Image
Stream i | 1 e 2 |
 CharveiName CH3 E JcHe  [4 |
CHS [5 CHE [& |
CH? [7 CHE [B |
Sove ] [“Carcer | [ remy |
Figure 4-12
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4.4.4 Camera Upgrade

Note

Speco B protocol camera models can have firmware be updated through the NVR, both locally through USB
or remotely through a web browser.

To update:
Go to Main Menu->Setup->Camera->Upgrade. The interface is shown below in Figure 4-13.

Click Browse button and then select the upgrade file. Then select a channel (or you can select device type
filter to select several devices at the same time.)

Click Start Upgrade. You can see the corresponding dialogue once the upgrade is finished.

SETUP
- : [ ) g
any NETWORK I} EVENT T4 STORAGE §% SYSTEM

Image
Stream Upgrade File | |ﬂ|
IP Cam Name

Device Upgrade{0/2) Display Filter

[ ] Channel Status |IP Address Port Protocol Device Type Fif

[]1 10.1.1.128 Port 1 SpecoA

[]2 172.12.88.202 80 SpecoA

m | >

Figure 4-13

31



4.4.5 Right Click Menu

Main Menu

EZ Camera

Auto Site Add
Manual Record »

Search
Image

Auto Focus
PTZ

EZ Setup

Display 1 ’
Display 4 ’
Display 8
Display 9

Bd-®O0 445

Figure 4-14
4.4.6 Display

Go to Main Menu->Setup->System->Display. See Figure 4-15.

These options do not affect recording and playback.

INFO
SYSTEM A sTATUS NETWORK B s
Hed
1% Name Physical Position Type Free Spac
Record
Bitrate 1# sda main board-1 Read/Write 875.74 G
Version
« I »
Figure 4-15
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® Resolution: Choose the appropriate resolution for the monitor: 1280x1024 (Default), 1280x720,
1920x1080, and 1024x768. Please note the system needs to reboot to apply the new resolution.

® Picture Mode: Please select from the dropdown list
® Transparency: Higher value provides more transparency of the Setup interface.
® Time display: Enable this to display the time and date of the NVR.

® Channel display: Enable this to display the local channel names and the local IP addresses of the

cameras.

® Enhance Image: Enable this to sharpen the image on live view. This option does not affect the camera
itself.

® Original scale: For selected channels, this displays the camera resolutions in their original aspect ratio.
Resolutions in 4:3 format will have black bars on the sides when this option is enabled.

Click Apply to save the setup.

4.4.7 Sequence

® Enable tour: Check the box here to enable the sequence function.

® |Interval: Enter the desired time for how long the display will stay on the current screen. The range is from
1-120 seconds.

® Motion tour type: Single channel and 8-channel views are supported. For a channel to be displayed
under this function, make sure to enable the Sequence option under Main
Menu->Setup->Event->Video->Motion.

® Alarm tour type: Single channel and 8-channel views are supported. For a channel to be displayed under
this function, make sure to enable the Sequence option under Main
Menu->Setup->Event->Video->Alarm.
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SETUP

L] ) - 2 g
B CAMERA & NETWORK Y EVENT STORAGE 2§ SYSTEM

(4 By
General

Display

Digital Deterrent Motion Tour Type Alarm Tour Type
Account Enable Tour [ | Interval sec.
Maintenance Split [Display4  [-]

2 Split

Import/Export

Default

2 M5678
Upgrade

s
« I »
[ Add ] [ Delete ] [ Move up | [Move down |
Save |[ Cancel || Apply |

Figure 4-16

4.4.8 PTZ Control

To bring up the PTZ control interface, right-click when hovering over the desired channel and choose
PTZ as shown in Figure 4-17. The display will switch to single-channel mode.

Main Menu

EZ Camera

Auto Site Add
Manual Record »

Search
Image

Auto Focus
PTZ

EZ Setup

Display 1 >
Display 4 »
Display 8
Display 9

Bd-®O0 &« @ A

Figure 4-17
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The PTZ setup is shown as in See Figure 4-18.
Here you can control PTZ direction, speed, zoom, focus, iris, presets, tours, and other PTZ options.

Speed controls PTZ movement speed. The value ranges from 1 to 8 with 8 being the fastest.

- T

You can click and for zoom, focus and iris.

The PTZ rotation supports 8 directions.

A Speed 5
v <
-| Zoom |+
<4 (3DP P
—| Focus |+
» 4
v @ =] s [+
Figure 4-18

For supported camera models, the NVR can control the camera with 3D intelligent positioning (3DP). See
Figure 4-19. Click this key, to enter single screen mode. Click and drag the mouse on the screen to identify a
region of interest. The PTZ will automatically pan, tilt, and zoom to the area that was identified.

3DP
Figure 4-19
In Figure 4-18, click to open the menu, you can set preset, tour, pattern, scan, etc. See Figure
4-20.
A Speed 5 No. 1 T T
v v
- Zoom |+ — o 1 = 8
4 (3pP) P A~
—| Focus |+
v @ (= s [+ [ |« o &
Figure 4-20
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Please refer to the following table for detailed information.

Please note the above interface may vary due to different protocols. The button is grey and can not be
selected once the current function is null.

Right click mouse or click the ESC button at the front panel to go back to the Figure 4-18.

. Preset Fli

= - P

.,-'n Tour L Reset

— Pattern Aux Config
P Scan Aux on/off
dmp! '

) Rotate

4.4.8.1 PTZ Function Setup

L

Click to go to the following interface to set preset, tour, pattern, and scan. See Figure 4-21.
PAN/TILT/ZOOM
[ Preset |
A R Preset [0 |
(< ) »)
L ) Set
Figure 4-21
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Preset
As shown in Figure 4-21, click preset and use the direction arrows to set the camera to the proper position.
Click the Set button and then enter the preset number.

Click the Set button again to save current preset.

Tour Setup

As shown below, click the tour button.

Enter the tour value and preset number. Click Add Preset to add the preset value to the tour.
Tips

Repeat the above steps to add more presets to the tour. Click Del preset button to remove it from the tour.

PANTILT/Z00M

_Preset | Tour | Patern | Border

A Preset E
< . Patrol No. E

| AddPreset |
v | DelPreset |
|  DelTour |

Pattern Setup
As shown below, click Pattern and enter the pattern number.

Click Begin button to start recording the directions for the pattern. You can also use the full PTZ controls
shown in Figure 4-18 to operate zoom/focus/iris/direction.

Click the End button to finish recording the pattern.
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PAN/TILT/ZO0OM

Soresst ] Touw ] Patom | coder |
A Pattern E

| Start |
v | End |

Scan Setup
Click Scan button as shown below.
Use the direction buttons to set the left position of the camera and then click the Left button.

Use the direction buttons to set the right positions of the camera and then click the Right button. The scan
setup process is then complete.

PAN/TILT/ZOOM
Preset | Tour | Patem | Border
A | Left |
< . | Right |

4.4.8.2 Call PTZ Function

Call Preset

As shown in Figure 4-20, enter preset value and then click — to call the preset. Click — again to
stop.
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Call Pattern

(AN el
As shown in Figure 4-20, enter pattern value and then click to call the pattern. Click again
to stop.

Call Tour

N
to call the tour. Click again i to stop.

+—

As shown in Figure 4-20, enter tour value and then click

Call Scan

.............

As shown in Figure 4-20, enter scan value and then click
stop.

Rotate

As shown in Figure 4-20, click to enable the camera to rotate.

Aux

Click. = to go to the following interface. The options here are defined by the protocol. See Figure 4-22.

ALX
Direct Aux
Light M On Off
Aux Num
0 On Off
Figure 4-22
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4.5 Recording

The priority order for recording is: Alarm -> Motion detection -> Schedule.

4.5.1 Stream

45.1.1 Stream

The Stream section is used to set the IP camera’s stream settings.

The interface is shown in Figure 4-23.

Channel: Select the desired channel.
Type: The NVR can process two streams, main and sub.
Compression: The NVR supports H.264 (HP, MP, BP profiles) and MJPEG.

Resolution: The current setting of the camera will be displayed. Changes made in the NVR will be
reflected in the camera.

Frame rate: The current setting of the camera will be displayed. Changes made in the NVR will be
reflected in the camera.

Bit rate type: The NVR supports two types: CBR (constant bit rate) and VBR (variable bit rate). In VBR
mode, you can set the video quality. The current setting of the camera will be displayed. Changes made
in the NVR will be reflected in the camera.

Quality: Options will be available in VBR mode. There are six levels ranging from 1 to 6. The sixth level
has the highest image quality.

Video/audio: Check the box to enable audio for the channel. Please note, once you enable audio
function for one channel, the system may enable audio function of the rest of the channels by default.

Copy: After you complete the setup, you can click Copy button to copy the current setup to other
channel(s). The current channel number will be highlighted gray. Select the desired channels and click
the OK button to complete the setup.
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SETUP

: : .
_:_ NETWORK !"} EVENT .-{I_STORAGE ¥ SYSTEM

Image

IP Cam Name Code-Stream Type [ Continuous '| | Sub Stream1 '|
Compression | H.264 '| | H.264 '|
Resolution [704x576(D1) |-] [704x576(D1) [-]
Frame Rate{FPS) I 25 'l | 15 '|
Bit Rate Type [cBR -] [cBR -|
Bit Rate(Kb/S) [2043 -] [512 M|
Reference Bit Rate 768-4096Kb/S 448-2560Kb/S
Audio/Video

ok [cancel | [_Apply ]
Figure 4-23

4.5.1.2 Snapshot

For Speco B protocol camera models, the snapshot mode, picture size, quality and frequency can be set.
See Figure 4-24.

® Channel: Select applicable channel

® Mode: There are two modes: schedule and event. If you select schedule mode, you need to set the
snapshot frequency. If you select event mode, you need to set an event trigger (Under Setup -> Event).

® Image size: Set the snapshot picture size.
® Quality: Set the snapshot quality. The value ranges from 1 to 6 with 6 being the highest

® Snapshot Frequency: Used to set snapshot interval for schedule mode.
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Sream Fry sk

Image

_ Images/Snapshot  [4 -]
IP Cam MName N
Channel I:E
[Sehecue [
Image Size [ 1920x1080(1-] IR
Snapshot Frequenc E second

OK H Cancel H Apply I

Figure 4-24

4.5.2 Schedule

4.5.2.1 Schedule Recording

To set up schedule recording, go to Main Menu->Setup->Storage->Schedule. See Figure 4-28.

Channel: Select the desired channel number first. You can select “all” if you want to set the schedule for
all of the channels.

= Select icon — of multiple days to link them together. This will allow the linked days to be edited
simultaneously.

_,"\
4 : Click to delete the schedule for the selected recording type from one period.

Recording Type: Check the box of the desired recording type. There are three modes for recording:
Continuous / Motion detection / Sensor.

Week day: There are eight options: ranges from Saturday to Sunday and all.
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® Holiday: Special schedules can be set for holidays if needed. Holidays must be added manually. To add
a holiday, go to Main Menu->Setup->System->General->Holiday. This option will not be shown if no
holidays have been added.

® Pre-record: This option is to set up the pre-record interval for events. The range is from 1 to 30 seconds.
® Redundancy: Not applicable for the NLA series.

® SD Backup: For supported IP camera models, the video can be recorded to an SD card in case the
network connection fails. The time range is from 0 to 43200 seconds. After the network connection
resumes, the NVR will retrieve the video from the SD card.

® Period setup: Click {E} to bring up the interface to enter a time period manually.

Follow the steps listed below to visually draw the period.

a) Select the desired channel. See Figure 4-25.

Channel

Figure 4-25

b) Set the recording type. See Figure 4-26.

Continuaus Wlotion .Sensur

Figure 4-26

c) Click and drag. See Figure 4-27. Note: for all schedules, a maximum of 6 separate periods can be
specified for a day.
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| SETUP

. . ~ | T = -
W CAMERA LT NETWORK R EvENT = STORAGE £f SYSTEM
Sewade
Manage HDD =
Channel Pre-record 4 s sD Backups [ ]

Record

.Continuous Mation .Sensar

Al 0 2 F 5 2 10 12 14 16 12 20 22 24
wsu | : ! ; ! s | & w
L 1 1 1 - I i 1
w Mo | . . ; ; = ! & i
= = = = I Il 1
oTu == i & u
O Wa = T T &
o Th &
O Fr ? 'E}
O 35a f 'E}
Defaull | | Copy | OK | | Cancel | | Apphy |
Figure 4-27
After completing setup, click Apply to save the settings.
SETUP
= n T (- e
';':.s CAMERA oo NETWORK [!P EVENT 5 STORAGE £ SYSTEM
Schedule w
Manage HDD
e Channel[1__[~] Pre-record 4 s W SD Backup[1800_]s M
ecor
Continuous Maotion .Sensor
Al 0 2 4 6 8 10 12 14 16 18 20 22 24
Su &
O Mo ? ‘E?
O Tu ? {:‘}
O We g {3‘
© Th &
O Fr g "3’
O Sa ? {:}
Holiday & ‘E}
| Default | | Copy | | OK | | Cancel | | Apply

Figure 4-28



Time Period

Current Date: Sy

Time 1 00 : 00 -24: 00 4 Continuous i Motion B sensor

Time 2 [00 : 00 -24: 00 | B Continuous lMotion B Sensor
Time 3 [ 00 : 00 -24: 00 | B Continuous lMotion B sensor
Time4 |00 :00 -24: 00 | B Continuous liMotion B sensor

Time 5 [00 : 00 - 2400 B Continuous [liMotion B sensor
Time 6 [ 00 : 00 - 24 00 B continuous lMotion B sensor
Copy

| F EHsu Vo liTu lwe BT Fr lsa WHoliday

Figure 4-29
Quick Setup

Copy function allows you to copy one channel setup to another. After setting up a channel, click the Copy
button to go to the interface shown in Figure 4-30. The current channel will be highlighted gray. Select the
other channels to copy the settings into. Click the OK button to save. Then click the Apply button in the

schedule interface.

Copy

CEETATELel e

Ok Cancel

Figure 4-30

45



4.5.2.2 Schedule Snapshot

Go to Main Menu->Setup->Storage->Record as shown in Figure 4-31.

Select the desired channels for snapshot and press Apply to save the setting.

SETUP
4 CAMERA = NETWORK M EVENT ™ SYSTEM
(2] i £
Schedule
Main Stream All 12 3
Manage HDD
creord oo
Manual O 00O
Off O 00O
Snapshot
Enable O o000
Disable O 000
Save | | Cancel | | Apply
Figure 4-31

After snapshot recording is enabled, go to Main Menu->Setup->Camera->Stream->Snapshot, as shown in

Figure 4-32.

Select the snapshot channel from the dropdown list and then select snapshot mode as Schedule. Then set

picture size, quality and snapshot frequency.
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SETUP

- 0 [ ) AGH B ove
-;-NETWORK q EVENT V:IQSTORAGE Q SYSTEM
Image
_ Images/Snapshot  [4  []
IP Cam Name
Channel [ T
Mode Schedule  [~]
migese [ 3
oty
Snapshot Frequency /second
ok || Cancel || Apply |
Figure 4-32

To set up the schedule for snapshots, go to Main Menu->Setup->Storage->Schedule. Refer to the
screenshot below. Please refer to chapter 4.5.2.1 for detailed setup information.

SETUP
'&_ CAMERA _:_ NETWORK [1‘3 EVENT 5TORAGE ﬁa SYSTEM
Manage HDD
Channel

Record

CD".tinucus Mation .Sensor

Al 0 2 4 6§ 8 10 12 14 16 18 20 2 24
O Su | #
© Mo &
o Tu &
o We #F {3
o Th & i
o Fi &
O Sa . &

Defaut || Copy | ok || cancel || Apply |

Figure 4-33
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Note

® Please note that a snapshot for an event has higher priority than continuous. If both are enabled, the
NVR will activate the event snapshot when an alarm occurs, and will just operate the continuous mode

otherwise.
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4.5.3 Motion detection

4.5.3.1 Motion recording

a) Go to Main Menu->Setup->Event->Video->Motion. See Figure 4-34.

SETUP
':l; CAMERA 4oy NETWORK ,-{'}STORAGE g;{“ SYSTEM
[Vt ]
Alarm
Channel
Notification
Enable
Region
Period Anti-dither sec,
Show Message [llAlarm Upload Send Email
Record Channel 23
PTZ Activation Delay sec,
Sequence 2l 13
Snapshot 23
\foice Prompts  File Name
Default | | Copy | OK | ‘ Cancel | | Apply |
Figure 4-34

b) Select a channel from the dropdown list and then check the Enable box to enable motion detection.

c) Select the Region Setup button to set up the motion detection zone. Click and drag to identify the
desired zones. Multiple areas within the window can be highlighted.

d) Period: Select the Period Setup button. The interface is shown below. Follow the same procedure
as the general schedule setup. Note that a maximum of 6 separate periods can be specified for one
day.
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Figure 4-35

[0 2w |8

Figure 4-36

4.5.3.2 Motion Detection Snapshot
a) Go to Main Menu->Setup->Camera->Stream->Snapshot. See Figure 4-37.

b) Select the mode from the dropdown list and then set picture size, quality and snapshot frequency.

Click Apply to save.
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c) Set up motion detection type and channel as describe in the previous section 4.5.3.1.

SETUP
. ; = T e
4T NETWORK Y} EvENT :-;;;-“- ORAGE 4§ SYSTEM
aers Strearn Privacy Mask
Image
_ Images/Snapshol
Channel Name
Channel
Quality g [+
Snapshot Frequency second
[ ox [ cancel |[ Apply |
Figure 4-37

4.5.4 Alarm Recording/Snapshot

4.5.4.1 Alarm Recording

Go to Setup->Event-> Alarm for the alarm setup interface. See Figure 4-38.

Select the desired channel.
Alarm type: Two types are supported.
< A sensor input can be connected to an IP camera to generate the event

<~ If an IP camera loses connection with the NVR, the NVR can generate the event. The alarm can last
until the connection resumes.

Check the enable box to enable the function.
Type: normally open or normally closed.

a) Click Apply to complete alarm setup.
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SETUP

.{) CANMERA _:_ MNETWORK -ﬁ STORAGE {*ﬂ SYSTEM
Video "
amera Offline
Motification -
Enable Type NO .

B sShow Message IAlarm Upload llSend Email

BRecord Channel [l 12

BFTZ Activation I:l Delay :]:;ec
M Sequence HHEHEA

.ﬁr'af::;hn'. 12

B\Vcice Prompts  File Name[[lone -]

| || |[_Aepy |

Figure 4-38

b) To setup a schedule for alarm recording, follow the same instructions as motion recording schedule,
but choose Sensor instead of Motion.

4.5.4.2 Alarm Snapshot
a) Enable snapshot mode as shown in Figure 4-39.

b) Follow the same procedure as motion snapshots to set up the schedule.
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SETUP

[ . =h CTOE A e A= |
LT NETWORK Y EvENT 1-4}'“' ORAGE 4§ SYSTEM
Image
_ Images/Snapshot
Channel Nare
Channel
Quality g [+
Snapshot Frequency second
[ ok J[ cancel || Apply |
Figure 4-39

4.5.5 Manual Recording/Snapshot

4.5.5.1 Manual Recording

a) To enable manual recording, right click mouse and select manual record or in the main menu,
from Setup->Storage->Record. See Figure 4-40.
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'c': CAMERA LT NETWORK
Schedule
IWain Stream
Manage HDD
Ianual
Off
Snapshot
Enable

Dizable

b) Check the boxes to select the channels for manual recording.

SETUP

[‘il:_ EVENT

Al

@]

12 3 4
L L B X
CO0Q
000

seo0®
Q000

Figure 4-40

|| Cancel | Apply |

® Manual: The NVR will record the selected channels, regardless of the schedule.

® Auto: The NVR will record the selected channels based on the schedule setup.

® Stop: The NVR will not record the selected channels, regardless of the schedule.

4.5.5.2 Manual Snapshot

Click 3

on the control bar in live view to manually take snapshots. The number of snapshots that are

generated depends on the setting in Main Menu->Setup->Camera->Stream->Snapshot.
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4.5.6 Holiday Recording

The NVR can be set up for recording on a holiday. Holidays are manually added. Please set up the holiday
schedule as needed. Note that holiday recording/snapshot setup has a higher priority than regular schedule
setup.

a) Go to Main Menu->Setup->System->General->Holiday as shown in Figure 4-41.

SETUP
~AMERA L IS ( VER, B - TORAG
-{g CAMER 1. NETWORK [; EVENT . STORAGE
“Genersl | DaeaTime-
Display
Digital Deterrant 1 Holiday Mame Meodify Delete  Status Date Per
1 XMAs # 4 Enabl - 20171225 - 2017 12.26 2da
Account
Maintenance
Import Export
Detfault
Upgrade
m r

| Add Mew Holidays |

Save || Cancel || Ji"q::nl:'.ll'5.I |

Figure 4-41

b) Click Add New Holidays, to bring up the interface shown in Figure 4-42. Here you can set the
holiday name, repeat mode, and the date range.
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Add MNew Holidays

Holay Name [~

RepeatMode @ Once O Always
Holiday Range @ Dale O Week

Start Time

End Time | 02. 22. 2017

B Add More

Add

Cancel

Figure 4-42
c) Click Add to complete the holiday setup.
d) Make sure to set up for holiday recording within the schedule setup as shown below.
i- SETUP
"'b CANMERA ‘I_ NETWORK :_": EVENT !;39_:‘&!-‘4“-.!: ﬂa SYSTEM

Schedule
Manage HOD

Channel Prerecord|4 s [

Record

M continuousMMotion Msenzor
Al 0 2 4 6 2 10 12 14

SD Backup s N

o Fr

Holiday

S % % %

“S % % %

OGO OB & B B M

Defaull || Copy | |

|| Cancel ||

Apply

Figure 4-43
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4.6 Playback and Search

4.6.1 Instant Playback

The NVR supports instant playback on any channel during live view. On any channel, hover the mouse
pointer near the top of the channel display to bring up the pop-up menu. Select the left-most icon to start

instant playback.

4.6.2 Search Interface

To start playback, go to Main menu->Search, or right click and then select Search from the live view screen.

See Figure 4-44 for the playback interface.

[From RWHDD 7]
[Recol]

SuMoTu WeTh Fr Sa

BEEE
BREHE
BRELN
EREEW
FEEH

EREC
BERE

1 channell (O]
2 channel2 ™M
3 channeld O]
(]

Stop Playback Z|Sync AII Conlin... Sensor Mu(ion @ 24hr| @ 2h¢ [ @ 1hr |@30min

Figure 4-44
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Please refer to the following sheet for more information.

SN Name Function
1 Channel ® Displays camera channels for playback.
Display ® Supports 1/4/8 channel views.
, Search ® Select video recording or snapshot for playback.
type ® Select the internal HDD or an external storage device to search for recordings.
3 Calendar | ® Dates highlighted in blue means that there are recordings for those days.
® Playback mode: 1/4/8 channel views.
. Channel < In single window mode: select the desired channel to view.
selection | .. | 4-channel mode: select the 4 channels to view.
< In 8-channel mode: all channels will be displayed.
Displays thumbnails at time intervals (every hour and then every 2.5 minutes).
5 EZ search | Select the desired time to start playback for the chosen channel. Note that EZ
Search can operate only in single-channel mode.
Card _
6 N/A for the NLA series
record
- Bookmark | Displays the bookmark pin list of the chosen channel.
pin list
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® (Click to view the file list of the selected date and channel

® The duration of the files correspond to the value of “Pack Duration” that is set
in Setup->System->General.

® Maximum of 128 files can be displayed at once. Double click on a file to start
playback.

® Enter a time in the following search box to start playback for a specific time.

Recorded — -
o 12 : 00 : 00 AM | Q4
file list
® File types that can be listed: C—continuous recording; S—sensor recording;
M—Motion recording.
® File lock: Check the box the file to lock and then click the file lock button
=1
—==1. Alocked file cannot be overwritten.
® Search locked file: Click the button—==-! to view locked files.
Play/Pause
There are three ways begin playback.
® Play button
>/
Il ® Click on the applicable channel and time in the time bar.
® Click on afile in the file list.
When in slow play mode, click the play/pause button to resume playback at
Playback
normal speed
control
n Stop

Rewind
< Press once to start rewind. Press again to pause.

Click play/pause to restore normal playback.

</
| When paused, press to play the next or the previous frame..
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Press »/11 to restore normal playback.

Slow play

1/4x, 1/8x, and 1/16x.

In playback mode, press to start slow play. Supported speeds are 1/2x,

Fast forward
»

Supported speeds are 2x, 4x, 8x, and 16x.

Audio volume for recorded audio

1| Pin button.

® Displays the record type and the time period for the selected date.

® In 2x2 mode, there are four separate time bars for each channel that’s

10 Time bar selected. In other playback modes, there is only one time bar.
® Color schemes for the different recording modes are: green for continous,
yellow for motion, and red for sensor.
Time bar | ® The options are: Q24hr L&2he || Qhr | Q30ming pyess an option
B unit to divide the entire time bar over the selected time period. Use this option to
quickly choose a time slot for playback more accurately.
Select the file(s) to backup from the file list. Then click the backup button,
1o Back which will then bring up the backup menu. Make sure that a USB flash drive or
acku
P HDD is inserted in the USB port. Select or create new folder and then click the
Backup button to begin the backup operation.
This function is for editing a file with a specified time period and backing it up.
13 | Clip ® Press > to start the file to edit.

."F'
® Select the clip start time on the time bar and then press Vi
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® Select the clip stop time on the time bar and then press lYi again.

]
® Press Ig to bring up the backup menu.
Please note:
® A maximum of 1024 files can be backed up at the same time.

® The clip operation will not work if any files have been checked in the file

list.
Record Select which recording modes are shown on the time bar (continuous, motion,
14 type and sensor). Sync enables all channels to play back at the same exact time period. If
Sync Sync is unchecked, each channel can play back recordings at different times.
Other Functions
Digital When full-screen playback mode, click and drag to select a section and then left
zoom click to digitally zoom in. Right click to exit digital zoom.
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4.6.2.1 File list

To see the list of recorded files go to the file list interface. Enter a time at the top right corner to search the

records by time. See image on the left side of Figure 4-45. For example, enter 11:00.00 and then click the

search button

Double click a file to start playback.

4.6.2.2 Bookmark Pins

to view all recorded files after 11:00.00. See image on the right side of Figure 4-45.

lo1:00-00am [Q |

01:00:00pPM [ Q] |

|

.

StartTime Type

[] 0Z:00:00AM
[] 03:00:004M
[] Od:00:00AM
[] 05:00:004M
[] O 00:00AM
[] 07:00:004M
[] 08:00:00AM
[] 09:00:004M
[ 10:00:00AM
[1 11:00:002M

I_ [ 0Z:00:00PM
[[] 03:00:00PM
[] 04:00:00PM
[[] 05:00:00PM
[] O 00:00PM
[] 07:00:00PM
[] 0F:00:00PM
[] 09:00:00PM
[ 10:00:00PM
[[] 11:00:00PM

sReNsNsRsNe NN NNy

ODOOOOO0O00no0

Figure 4-45

During playback, a bookmark pin can be added to mark an important clip. The pin list can be retrieved from

the playback screen

® AddPin

. g

During playback, click the button

the event and press OK.

to go to the following interface. See Figure 4-46. Add a name for
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Add Pin

NEIGENGEN 02-13-2017 11:28:19AM

Name

Default OK Cancel

Figure 4-46
® Playback Mark

A

In single-channel mode, click the Pin Event List button to go to the list interface. Double click on a file

to begin playback.

® Bookmark Pin Manager

ﬂ.

Click the button -~ = on the Search interface to go to the Manager interface. See Figure 4-47.
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Manager
Channel [Ch3 [~
Start Time |02 - 14 - 2017 [12:00 : 00 AM |
End Time [02 - 15 - 2017 [12:00 : 00 AM |
2 [ | Channel Mark Time MName
1 [13 02-14-2017 09:31:4121
2 [3 02-14-2017 12:00:01F 2
I [
Figure 4-47
® Modify

Double click on an item, which will bring up a dialogue box to modify the pin name.
® Delete

To remove a pin, check the box of a pin and then press Delete.

4.6.3 Snapshot Playback

a) To view recorded snapshots, in the search interface, select Snapshot in the top right section and the

interval

b) Please refer to chapter 4.6.2 to select the snapshot to view.
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4.7 Export

4.7.1 File Backup
In this interface, you can backup to a USB device.
a) Connect a USB flash drive or an external HDD to a USB port on the unit.

b) Go to Main menu->Export as shown in Figure 4-49

Figure 4-48
c) Select the backup device and then select the channel along with the file start time and end time.

d) Click Add and the system will begin the search. All matched files will be listed. System automatically
calculates the required and remaining capacity. See Figure 4-491.

e) System will only backup files with the checkbox enabled before the channel name.

f)  When the system completes backup, there will be a prompt indicating successful operation.
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Figure 4-49

Note

® During the backup process, click on ESC to exit the current interface. However, the system will

not terminate the backup process.

® The file name format is: Channel number+Record type+Time. In the file name, the date format is
Y+M+D+H+M+S. File extension is .dav.

4.7.2 Import/Export

This function allows you to copy the current system configuration to other units. It also supports import,
create new folder, and delete folder.

In Main menu->Setting->System->Import/Export, the configuration file backup interface is shown as below.
See Figure 4-51.
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SETUP

-ﬂ' CAMERA -:- METWORK [{‘} EVENT :-{-:E?_T]Rﬂxiﬁfl:

General

Display Device Name [ sdb1(USB DISK)[ ]

Digital Deterrent Total Space | 3.75 GB | Free Space | 243 GB |

Account Addrass | - ]

Maintenance Y— Size T !

_ Systermn Yolume Information F

Detault FOUMND. 000 =
MYWR FW F

Upgrade FOUMND.001 F
MYWE F
Config_20161202120906 F
capture F
DEHT F
DEHT 5.2.1_20160808 F
TIT-T Fi
upgrade F
speco_nvrix_test F
PC Player F e
Eoalich Ei~

L >
|New Folder | | Forrnat | | Import | | Expon |

Figure 4-50

® [Export: Please connect the USB backup device first and then go to the interface. Click Export and then
there will be a corresponding “Config_Time” folder. Double click the folder to view the backup
configuration files.

® |mport: Use this function to import the configuration files from a USB device to the unit. You need to
select a folder first. The system will pop up a prompt if there is no configuration file under the selected
folder. After a successful import, the system will reboot to activate the new setup.

Note:
® System will not open the config backup interface again if there is a backup operation already in process.

® System refreshes the device every time when you go to the config backup and sets current directory as
the root directory of the peripheral device.
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® |f you go to the configuration backup interface first and then insert the peripheral device, please click the

Refresh button to see the newly added device.

4.7.3 Backup Log

a) Go to Main menu->Info->Log as shown in Figure 4-52.

SYSTEM INFO

B svsTEM A sTATUS ByrETwWOoRK
Start Time [ 02 - 16 - 2017 [12: 00: 00 AM |
End Time |02 -17- 2017 [12: 00: 00 AM |
e [ T
100 [Tirme Event Play Details =
g8 |2017-02-16 08:54;21 User logged in=192.16% B
89 (2017-02-16 08:54:21 User logged out=<192. 1€ B
90 (2017-02-16 08:54:21 User logged in=192.16% B
91  [2017-02-16 DE:54:21  User logged owt<192. 1¢ B
82 |2017-02-16 08:54.21 User lagged in<192.16% B
93 |2017-02-16 0B:54:21 User logged out<192. 1€ B
94 |2017-02-16 08:54:21  User logged in<192.16% B
85 |2017-02-16 0B:54:21 User logged out<192. 1€ B
96 |2017-02-16 08:54:21  User logged in<192.16% B
87 [2017-02-16 08:54:21  User logged out<192. 1€ B
98 |2017-02-16 08:54:21  User logged in<192 162 B
99 [2017-02-16 08:54:21  User logged out<192.1¢ B '{
| | | Page Down | 1/11{CurrentTotal) | GoTo |[1 | Page(s)
| Baclup | | Clear |

Figure 4-51

b) Select the log type under the drop-down menu and then set the start time/end time. Click Search to

see log time and event information. Click 8 to view detailed log information.

c) Selectlog items you want to save and then click the backup button. Select a folder to save the items

to. Click Start to backup.
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4.7.4 USB Device Auto Pop-up

When a USB device is inserted, the system can auto detect it and pop up the following interface. It allows
you to conveniently backup files, log, and configuration or update the system firmware.

USB DETECTED

B Name: sdb1{USB DISK)
ki Capacity479.84 MB/479.86 MB(Free/Total)

File Backup Log Backup Config Backup

System Upgrade

Figure 4-52

4.8 Alarm

4.8.1 Alarm Detection

See Figure 4-53 4-55. There are three detection types: motion detection, tampering, and video loss.
4.8.1.1 Motion Detection

Motion setup interface is shown in Figure 4-53 4-54

® Event type: Choose the Motion tab at the top

® Channel: Select a channel from the dropdown list to configure for motion

® Enable: Check the box here to enable motion detection for the selected channel.
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Region: Click the Setup button to set up the motion detection zone. Click and drag the mouse to define
the zone and right click to exit.

Sensitivity: The highest value is the most sensitive. This determines how easily motion alarm will be
triggered.

Anti-dither: This determines how long the motion alarm lasts. The maximum value is 600 seconds. For
example, if the value is set to 10 seconds, the motion alarm will last for 10 seconds even if the actual
motion event only lasts for a couple of seconds.

Period: This is to set the motion detection schedule.

Show message: System can pop up a local notification window when a motion event occurs.
Alarm upload: System can upload the alarm signal to the network.

Send email: System can send out a notification email when a motion event occurs.

Record channel: Select the channel to record to once a motion event occurs.

PTZ activation: PTZ cameras that are on the unit can be set to go to a specific preset when a motion

event occurs.

Delay: This is the post record time. The system can continue to record for the duration of the time that’s
specified after the motion alarm has ended. The value ranges from 10s to 300s.

Sequence: Choose which channels that the unit will sequence through when a motion event occurs.
Snapshot: Take a snapshot of the chosen channels when a motion event occurs.

Voice Prompts: Select an audio file to play when a motion event occurs. Files must be added first
through System->Digital Deterrent.
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SETUP

N ORK VERM A s G ® oy Y
'5* CAMERA Loy NETWORK EVENT SR STORAGE L+ SYSTEM
=
Alarrn
Motification
Enable
Region Senstiy  [4____[]
Period Anii-dither scc.
Show Message [llAlarm Upload Send Email
Record Channe 2l 3
Sequence 23
Snapshel 23
\foice Prompis ~ File Name[None -]
Default | | Copy [ OK H Cancel || Apply |
Figure 4-53

PTZ Activation

CAM 1 | None +| L0 CAM 2 None -] [0
CAM 3 | None ~| [0 CAM 4 |
CAM S [ CAM 6 |
CAM 7 [ CAM 8 |

OK Cancel

Figure 4-54



Figure 4-55

Figure 4-56
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4.8.1.2 Tampering

Note: This function is supported only for cameras that include a tampering detection function.

When a camera is tampered with (lens masking, color change, etc), the system can alert you to
guarantee video continuity. Tampering setup interface is shown in See Figure 4-58.

® Sensitivity: The value range is from 1 to 6. Sensitivity is mainly related to brightness in the image.

Note:

® During tampering detection, motion detection and video loss functions are not active.

SETUP

'5 CAMERA L NETWORK -ﬁ:_.’?RAGF

Voo U oton | Tampering | Video Los |

Alarm

2y SYSTEM

; X Channel 2 ‘
MNotification
Enable

Period Setup
Show Message [llAlarm Upload Send Email

Record Channel || 3

PTZ Activation Setup Delay sec

%
&
I

-
w

‘foice Prompis  File Name[ MNone -]

e

Figure 4-57

4.8.1.3 Video Loss

Note: This function is supported only for cameras that include a video loss detection function.

In Figure 4-53, select the video loss tab. The interface is shown in Figure 4-58. This function allows you
to be notified when video loss occurs.
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SETUP
W CAMERA 2 NETWORK [ STORAGE .n." SYSTEM

[Video | I Moion | Tamperng

Alarm
Channel 2

Mofification

Enable

Show Message [llAlarm Upload Send Email

Record Channel [ 3

PTZ Activation Delay sec
Sequence 1 3

Snapshot 1 3

\oice Prompts  File Name[MNore -]

[0k 1 [caneet ][ oy ]

Figure 4-58

4.8.2 Notification
There are two types: Disk/Network.
<~ HDD: HDD error, no HDD, no space. See Figure 4-59.
< Network: Disconnect, IP conflict, MAC conflict. See Figure 4-60.

® Show message: system can pop up the message in the local screen to alert you when an alarm
event occurs.

® Send email: System can send out an email notification to alert you when an alarm event occurs.

® Voice Prompts: Select an audio file to play when a motion event occurs. Files must be added first
through System->Digital Deterrent.
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SETUP

CANERA " NMETWORE R cTORAG F cvaTEN
.1:': CAMERA 3. NETWORK P STORAGE L SYSTEM
Event Type Mo HOD -
Enable
Show Message Send Email

Woice Prompts  File Name| MNone -

Ok || Cancel || Apply |

Figure 4-59

SETUP

P4 CAMERA ;& NETWORK £ SYsTEM

Alarrn

Enable

Wideo

Show Message Send Email

Voice Prompts  File Name| Mone -

Ok || Cancel || Apply |

Figure 4-60
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4.9 Network

4.9.1.1 TCP/IP

The interface is shown in Figure 4-61.

IP Version: IPv4 and IPv6 are supported.
MAC address: Shows the MAC address of the unit.
IP address: Shows the current IP address. If DHCP is disabled, a static IP address can be entered here.

Default gateway: Shows the current gateway. If DHCP is disabled, a gateway can be entered manually.
Note that the IP address and the default gateway must be in the same subnet.

DHCP: If this option is enabled and the unit is on network with DHCP capability, the unit will
automatically have an IP address assigned.

MTU: This sets the MTU value of the network adapter. This determines the maximum size of a packet in
any transmission. The value can range from 1280-1500 bytes. The default value is 1500. The following
MTU values are for reference only.

< 1500: Ethernet information packet max value and also the default value. This is the typical setup
when there is no PPPoE or VPN. It is the default setup of some routers, switches, and network
adapters.

< 1492: Recommend value for PPPoE.

< 1468: Recommend value for DHCP.

Preferred DNS server: DNS server IP address.
Alternate DNS server: DNS server alternate address.

LAN download: If the PC and the NVR are on the same local network, when downloading recordings to
the PC, this option will speed up the download. The download speed is 1.5X or 2.0X of the normal
speed.

After completing setup, click the save button and the system will return to the previous menu.
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SETTING

W CAMERA I} EVENT A STORAGE B} SYSTEM

Connection

Ethernet Card IP Address NetMode NIC Member Edit Unbond
v

DDNS
UPnP

Email

IP Address: 172.12.3.101 Default Gateway: 172.12.0.1 MTL: 1500
MAC Address: 00:00:23:23:a4:44 Subnet Mask: 255.255.0.0 Mode: STATIC

P Version [Pv [

PreferredDNS | 8 . 8 . 8 . 8 |
AllernateDNS [ '8 . 8 . 4 . 4 |

Default Card [ EthernetPortt  [-]

ok [caneel ][ Pomt ]

Figure 4-61

4.9.1.2 Connection
The connection setup interface is shown in Figure 4-62.

® Max connection: system supports a maximum of 128 users. Performance varies depending on the
network bandwidth.

® TCP port: Default value is 37777.
® UDP port: Default value is 37778.
® HTTP port: Default value is 80.

® HTTPS port: Default value is 443.
® RTSP port: Default value is 554.

Important: System will reboot after any of the above ports are changed. Please make sure the port
values do not conflict.
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SETTING

) -
B CAMERA E} EVENT o STORAGE B} SYSTEM
Max Connection | 128 (17128)

TCP Pon (1025~65535)
UDP Port (1025~65535)
HTTP Port (1765535)
RTSP Port (1765535)

HTTPS Port (1765535) [l Enable
OK | | Cancel | | Apply |
Figure 4-62

4.9.1.3 DDNS
DDNS setup interface is shown in Figure 4-63.

Check the Enable box and click on Apply. The DDNS address will be “specoXXXXXX.specoddns.net” with
“XXXXXX” being the last 6 digits of the unit's MAC address. When connected, the status field will show

“connected”.
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SETTING

: -
W CAMERA I} EVENT B STORAGE B SYSTEM

TCP/P
I Enable

To register the device on the Speco DDNS server, please click enable and apply.

Connection

Domain Name [ speco23addd | .specoddns.net
Status Disconnected
T W
Figure 4-63

4.9.1.4 UPnP (EZ Network)

UPnP is used to establish necessary connections between the device and the router to provide access to the
internet. Please make sure that the default gateway is set under the TCP/IP section. See Figure 4-64 for the
UPnP interface.

® Enable: Check to enable UPnP.

® Status: Displays the UPnP connection status.

® LAN: Value of the default gateway.

® WAN: Public IP address of the router.

® Port Mapping List
<~ Service name: Default list. More can be defined by the user.
<~ Protocol: Protocol type
< Internal port: Port that has been mapped in the router.

<~ External port: Port that has been mapped locally.

79



® Default: Press Default and then Apply to restore the default list.
® Add: Used to add new items to the list
® Delete: Used to remove items from the list. Make sure the checkbox for the item is selected first.

Double click an item to view or change the mapping information. See Figure 4-65.

Important:

When setting the external port, please use a port in the range 1024~5000. Do not use ports 1~1023 to
avoid conflicts.

For TCP and UDP, please make sure the internal port and external port are the same to guarantee

proper data transmission.

SETTING
4 CAMERA £} EVENT A STORAGE B} SYSTEM
TCP/P
! Il Enable
Connection
e O
ey TN |
Email WAN | |
Port Mapping List
7 |Service Name  Protocol Internal Port External Port '
1 |HTTP TCP 80 80
2 |TCP TCP 377177 37777
3 |UDP ubpP 37778 37778
4 |RTSP ubP 554 554
5 |RTSP TCP 554 554
6 |SNMP upP 161 161
7 |HTTPS TCP 443 443
ok [_Cancei | [_ppy ]
Figure 4-64
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PORT INFO
Senice Mame l:l
Protocol TCP -
OK Cancel
Figure 4-65

4.9.1.5 Email

The email interface is shown below in Figure 4-66.

SMTP server: Enter the mail server information.

Port: Enter the corresponding port for the mail server.

User name: Enter the user name of the email account.

Password: Enter the password of the email account.

Sender: Enter sender email address that will be displayed in the emails.

Subject: A maximum of 32 characters are supported for the subject.

Receiver: Enter the recipient’'s emails address. A maximum of 3 email addresses are supported.
Encryption Type: Choose between SSL and TLS.

Interval: This is to set how often the email gets sent. The range is from 0 to 3600 seconds. 0 means
there is no interval.

Check Status: This function allows the system to send out a test email to check the connection.

Interval: This is for the Check Status interval.

Please note that system will not send out the email immediately when an alarm occurs. The system sends

out the email according to the interval that's specified. The purposed of this is to reduce heavy loads on the

email server if/when there are too many false alarms occurring.
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SETTING

4 CAMERA I} EVENT o STORAGE B SYSTEM
TCPAP

. B Enable
Connection
DDNS SMTP Server O P )
UPnP Anonymous

Receiver [ ]
Sender |:|
Subject Attachment
Encryption Type [NONE [~

R —"
Check Status Min.
. T T
Figure 4-66

49.1.6 FTP
The FTP interface is shown in Figure 4-67.

Use this section to enter the FTP server address, port, and remote directory. If a remote directory is not
specified, the system will automatically create folders according to the IP, time, and channel.

File length is the upload file size. If the specified value is larger than the actual file size, the system will
upload the entire file. When the value is 0, the system will upload all corresponding files.

After specifiying the channel and weekday, two periods can be set for each channel according to the desired

event type (sensor, motion, or continuous).

Click the Test button to test the FTP connection.
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-5 CANMERA [; EVENT :-_T}F_:‘:Rﬁ-;“-F ﬂ? SYSTEM
TCPAP

- . Enable

Conneciion

PPPoE Server [P | o0 . o . 0 . 0 |:-:|1|2‘I

DDMS User Mame |:|
UPnP Password [ | I Anonymous
IP Fikering Remote Directory |:| File Length |:| i
Email Image Upload Interval se-:.
EET—

Multicast

Channel

IP Cam Subnet

YWeekday Th b Sensor Motion Continuous
Time Period 1 [00:00 -24:00 |
Tirme Period 2 [ 00 : 00 2400 |

oK [ Cancel 1 Aemy ]

Figure 4-67



4.9.2 Network Test

4.9.2.1 Network Test

Go to Main menu->System Info->Network->Test shown in Figure 4-68.

® Destination IP: Enter a valid IPV4 address or domain.

® Test: The test results can display average delay and packet loss rate. View the network status.

® Network Analyzer Backup: Insert a USB drive and click the Refresh button to view the device. Use the
dropdown list to select the device. Click the Browse button to select the path.

Click the button ﬂ on the right panel to begin the network packet analyzer. At this point, all network

operations will be backed up. Please go back to the interface and click n to stop. System will save the

packets to the specified path.

SYSTEM INFQ

A sTaTUS % LOG

Users Online

est

Metwork

Destination IP [ [ Test

Test Result

Netwvork Analyzer Backup

Device Mame [ sdb1(USB DISK) -| [__Refresh

Address | || Browse |

Mame P Packet Size Packet Backup

LANT 192.168.1.108 KB 3
Figure 4-68
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4.9.2.2 Network Load

Go to Main menu->Info->Network->Load, shown in Figure 4-69. View statistics of the device network adapter.
Connection status is shown as offline if disconnected.

SYSTEM INFO

A sTATUS % LOG

Uszers Online

_ Device Mare MAC Address Statlus IP Address T-:-'pe ML
LART 3C.EF:EC:DB.BFD3 Succead 192168.1.108 Ethernet 1500

Tast

16 Mb'S

LAMT 948 Kh/'S Receive Speed 15.39 Mb/S

Figure 4-69
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4.10HDD Setup

View HDD information such as type, status, total capacity, record time, etc.
4.10.1 Format

a) Go to Main menu->Setup->Storage->Manage HDD shown in Figure 4-70.

SETTING
W CAMERA ooy, NETWORK I} EVENT B} sysTEM
Basic
Name Physical Position Type Status f

Schedule sda main board-1 Read/\rite ~ MNormal
Record
Hdd Detect

. |

[ ok || cancel |[ Apply ]

Figure 4-70

b) Select the HDD and then select Format.

c) Click the OK button to complete the format. The system will need to restart.

Important: This will erase all recorded data on the system. This option will not reset any system settings.
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4.10.2 HDD Information

Shows hard drive type, total space, free space, and status. See Figure 4-71.

Go to Main menu->System Info->System->HDD Info

If the drive is damaged, the system will show “?”.

INFO
A\ sTATUS B nETWORK B oG

F 1# Name Physical Position Type Free Spat

All - - - 875.74 G

Bitrate 1"# sda main board-1 Read/Write 875.74 G
Version

« I »
Figure 4-71

Click the icon under the S.M.A.R.T column to bring up the interface is shown in Figure 4-72.
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Figure 4-72
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4.11 General System Setup

4.11.1 Device Setup

Go to Main menu->Setup->System->General for the general setup interface.

Pack duration: Recording duration for a single file. The value ranges from 0 to 120 minutes. Default

value is 60 minutes.

Device Name: Specify a name for the unit. This name can be used to differentiate between multiple

units.

Language: Choose between English, Spanish, and French.

Video standard: NTSC

HDD Full: Choose between two options - stop recording or overwrite.

Instant Playback: Within live view, a single channel can be chosen for playback. The value ranges from
5 to 60 minutes.

Auto logout: If a logged in user remains inactive for the duration of the specified time, the user will be
logged out. Value ranges from 0 to 60 minutes.

Navigation bar: Check to display the navigation bar on the interface.

Camera Time Sync: The system will synchronize the time between the NVR and the IP cameras at the
intervals specified.

EZ Setup: If enabled, the system will go to the startup wizard directly when the system is rebooted.
Otherwise, it will go to the login interface.

Mouse sensitivity: Sets the double-click speed of the mouse.
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SETTING

-i} CAMERA i%ﬁ NETWORK Z'; EVENT @STORAGE
Digital Deterrent Device Name
Accoun Y Eneien T
Security Instant replay [s  |™in
Maintenance Auto Logout [10 [Min. | Monitor Channel(s} ... |
Import/Export CameraTime Sync [24  ]Hour !
Default Ez Setup
Upgrade Mouse Sensitivity Slow J— Fast
OK || Cancel || Apply |

Figure 4-73

4.11.2 Date and Time
Go to Main menu->Setup->System->General, shown in Figure 4-74

System Time: Set the time of the system

Date format: There are three types: YYYY-MM-DD, MM-DD-YYYY, or DD-MM-YYYY.

Date separator: There are three types.

DST: Set the start and end dates for Daylight Saving Time. DST must be enabled to use this function.
Time format: Choose between 24-hour mode or 12-hour mode.

NTP: Specify an NTP server to synchronize the time.

Note:
Do not modify the system time unless it is important.

Before modification, please stop recording.
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SETUP

T = [ ] y p — e =
-{-} CAMERA . NETWORK ¥ EVENT E}ﬁ. ORAGE
Display
Digital Deterren Date Format MM DD ¥y = Time Format | 12-HOUR -
R ey Date Separator [ [-]
Maintenance Systern Time | 02- 16-2017 [12: 45: 04PM | | GMT.04:00 [~][ Save
Import'Expeort
DsT
Detaull i
DST Type @ Week O Date
Upgrade it
Start Time |Jan  |-]]|Last | {Su [-]] 12: 00 AM |
EndTime  [Jan || [Last || Su_[-]] 12: 00 AM |
MTP
Server | pool.ntp_org | !Manual Lipdate |
Interval Mlhute

Save H Cancel || Apply |

Figure 4-74
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4.12Device Maintenance and Manager

4.12.1 System Info
4.12.1.1 Version
Go to Main menu->System Info->System->Version, shown in Figure 4-75.

SYSTEM INFO

A sTaTUs Br.”:—._»\rr;p{ % LOG

HDD Info

Device Model MBMXL
Record Info
Record Channel &

Bitrate .
Firmware Version 3.200.0000.0

vemin AR

Web 31.0.1083

SN 2K02B52PAR00108

Onwvil Wersion 2441

Phone 1.300-645-5516

Email techsuppori@specotech.com

Figure 4-75
4.12.1.2 Bitrate

See Figure 4-76, for information on cameras connected to the unit.

SYSTEM INFO

BNETWORK B Loc

HDD Info

on Kb'S Wave

Record Info

Chani
210
192071080 4063
IE=IN S e

Version

Figure 4-76



4.12.1.3 Online User

Manage online users connected to the NVR. See Figure 4-77.

Click the button to disconnect or block one user. Note that only an administrator can perform this

function. The NVR detects when there are any newly added or deleted users every five seconds and then
refreshes the list automatically.

SYSTEM INFO

B svsTEM A sTATUS % LOG

Meterork

Liser Marme P Address User Login Time Block for
- 2017916 -

Test

Figure 4-77

93



4.12.1.4 Remote Device Information

Go to Main Menu->System Info->Status to view the channel status of the remote device, connection log, etc.
See Figure 4-78.

SYSTEM INFO
B sysTEM A sTaTUS BnETWORK B oG
Device Status Device(MIC Mo, 1,HDD Ma.:1)

Ma HDD
HDDx Error

HDD Mo Space

P Conflict

Channel Status Channel{CH:& External Alarm:0)

Video Loss
Tampering
Meotion

Sensor

Camera Cffline

Figure 4-78
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4.12.1.5 Camera

4.12.1.5.1 Status

View the IP Camera status of connected channels. See Figure 4-79.

® Connection status: : Connection success. .: Connection failed.

® Refresh: Click to refresh the status of the connected channels.

Channel MName

SETUP
- AR VE R R T = B o
.i-I.IF'I'WORI\ [i‘;} EVEMNT o ORAGE ':I' SYSTEM
Channel Staus |P Address Video Detect Sensor Channel Nam
1 10.1.1.129 CH1
2 10.1.1.128 CH2
3 10.1.1.130 CH3

@ Emaaaan

412.1.5.2 Firmware

Figure 4-79

View camera information. See Figure 4-80.
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SETUP

[ Y - - = R T i~ -] YSTEM
-.-I.IFTW'C]RI\ q EVENT e ORAGE ﬁ SYSTEM
[Comes Staus s
Image
Stream Channel IP Address Protocol Type Firmware \Version
. 1 10.1.1.129 SpecoA
Channel Name 2 10.1.1.128 SpecoB  O2P4x 2400 2104
3 10.1.1.130 SpecoA
_‘ L3
Figure 4-80

4.12.2 Log
Go to Main Menu->System Info->Log, shown in Figure 4-81.

® Start time/End time: Please select the start and end time and then click search. The log files will be
displayed in a list. The system can display 100 logs on one page. Up to 1024 log files can be saved.

Use page up/down buttons on the interface to view more.
Tips

Double click on a log item to view detailed information. See Figure 4-82.
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SYSTEM INFC

A sTATUS

BnETWORK

Stant Time [02 - 16- 2017 [12: 00: 00AM__|
End Time [02-17- 2017 [12: 00: 00 AM |

Type All |
100 |Tirne Event Play Details i
88 |2017-D2-16 08:54,21 User logged in<192.168 =]
89 |2017-02-16 08:54:21 User logged out<192.1¢ B
90 [2017-02-16 08:54:21  User logged in<192.16% B
91 |2017-02-16 DE:54:21 User logged out<192.1¢ =
92 [2017-02-16 08:54:21  User logged in<192.16¢ B
93 12017-02-16 DE:54:21 User logged out<192.1€ B
94 [2017-02-16 08:54:21  User logged in<192.16& =
95 |2017-02-16 08:54:21  User logged out<192.1¢ B
96 |2017-02-16 08:54:21  User logged in<192.16¢ B
97 |2017-02-16 08:54:21  User logged out<192.1€ B
98 [2017-02-16 08:54:21  User logged in<192.16& B
99 |2017-02-16 08:54:21  User logged out<192.1¢ B '

| | Page Down | 1111{CurrentTotal)

Page(

[ Backup I| Clear |

Figure 4-81

Dietailed Information

Log Time 2017-02-16 D&:54: 21
Log Type User Managemeni-->User logged out
IP Address 192.168.56.16
User admin
Previous Mext OK

Figure 4-82
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4.12.3 Digital Deterrent
Digital Deterrent can be used to play an audio file when an alarm occurs.
412.3.1.1 File Manage

Add audio files, listen to an audio file, or rename/delete audio files. See Figure 4-83.

SETUP
CANERA L N ORK VERM R T G
.{} CAMERA ___I.IFTW\'?IRI\ q EVENT o ORAGE
General
Display
_ 2 |_] File Name Size Play Rename Delele
= H B
Account 2 |l alarm.mp3 1.50 MB ¥ ra x
Maintenance
Import'Export
Detault
Upgrade
File size: 2K-10MB. File Amaount; 3 Yolume ————
i
Figure 4-83

Click the Add button, to add an audio file via USB. Supported audio formats are MP3 and PCM. See Figure
4-84.
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Add

Device Name | sdb1{USB DISK)|-| | Refresh |

Total Space Free Space
Address [-mus c
Mame Size Type Delete
1 . Folder
] mring1.mp3 1.50 MB File ®
] @ alarm.mp3 150MB  File x
Impan OK Cancel
Figure 4-84

4.12.4 Account

See Figure 4-85. This section is used for:
® Add new user

® Modify user

® Add group

® Modify group

® Modify password.

For account management please note:

® For the user account name and the user group, a space in front of or at the back of the string is invalid.
There can be a space in the middle. The string can include letters, numbers, underline, dash, and dot.

® The default user amount is 64 and the default group amount is 20. There is no limit to group or user
amount.

® For group or user management, there are two levels: admin and user.

® There are two default users: admin and hidden user “default”.
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® Hidden user “default” is for system interior use only and can not be deleted. When there is no user
logged in, the hidden user “default” automatically logs in. Some rights such as monitor can be set for this

user so that cameras can be viewed without login.
® One user should belong to one group. User rights can not exceed group rights.

® Reusable function: this function allows multiple users to use the same account to login.

SETTING
W CAMERA ooy, NETWORK X} EVENT A STORAGE
General
Security Qu...
Sl
Digital Deterrent 1 |User Modify Delete Description
_ 1 [admin & X  admin 's account
Security
Maintenance
Impor/Export !
Default
Upgrade
Add User
Figure 4-85

4.12.4.1.1 Add User
Click Add User to go to the interface is shown in Figure 4-86.
Enter the user name, password, and select the group it belongs to from the dropdown list.

Then check the corresponding rights for the new user.
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S I

Figure 4-86
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4.12.4.1.2 Modify user

-
Click 4 , to go to the following interface to change user information. See Figure 4-87.

Maodity User
User Mame | admin -]
Modify Password . Reusable [H
Old Password i User Name
NewPassword Growp | ]
. ! [ |
Conlirm Password ||| NG Dezcription PEGEE R
User Access
Plyback
All
User Account Systerm Offline User Defauh&Upgrade
PTZ Irlo Manual Control Backup
B4 Storage Event MNetwork Carnera
Clear Log Shutdown Device
Save Cancel
Figure 4-87

4.12.4.1.3 Change Password

In Figure 4-87, check the Modify password box. Enter the old password and then enter the new password

twice to confirm.

The password can contain 32-bytes. A space at the beginning or at the end of the password is invalid.
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4.12.4.1.4 Add/Modify Group

In Figure 4-85, click the Group button. See Figure 4-88.

SETUP
J.NETWORK [} EVENT  [STORAGE
Display
Digital Deterrant 3 Group Narm  Modiby Delete Description

1 |admin £ x adrninistrator group
=T 2 Juser ¢ X uergrowp

Maintenance

Import/Export

Default

Upgrade

Figure 4-88
Click the Add Group button. See Figure 4-89.
Enter a group name and a description if necessary.

Select the appropriate rights for the group.

Add Group
Group Marne
User Access
All
User Account System Offline User Default&Upgrade
PTZ Info Manual Control Backup
Storage Ewvent MNemwark Carnera
Clear Log Shutdown Device
Save Cancel

Figure 4-89
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4.12.4.1.5 Verification

See Figure 4-90. If a password is lost, the security questions can be used to reset the password.

SETTING
Y CAMERA ara NETWORK I} EVENT R STORAGE
General
.

Display
Digital Deterrent Please sel a security question so that you can find the password of {admin) again.
Sy Question 1 | What is your mother’s maiden name? M
Maintenance Answer | |
ImportExport Question 2 | What is your favorite hobby? -]
Default

Answer | |
Upgrade

Question 3 | What is the name of your favorite fruit? -]

Answer | |

[ set ||
Figure 4-90
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4.12.5 System Upgrade

4.12.5.1 Local Upgrade

To upgrade the system firmware, go to Main menu->Setup->System Info->Upgrade. See Figure 4-91.

a) Insert USB drive that contains the upgrade file.

b) Follow the direction on the screen.

SETUP

L e FORK VER, s —
o1 NETWOR I} EVENT M STORAGE
General

) aystern Upgrade

Display

Fleaze insert a USE flazh drive and click " System Upgrade® and then "Upgrade” .

o

Digital Daterrant : i i ; )
Selectthe applicable file and press “Start” to intialize the lirmware update. Please do

i
Account not shut down the device while it's upgrading.
Maintenance

ImportExport

Detault Upgrade

Figure 4-91
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4.12.6 Factory Default
To perform a factory default, go to Main menu->Setup->System->Default. See Figure 4-92.
Highlight the applicable boxes to reset the corresponding functions.

All
Camera
Network
Event
Storage

System

Note: this will not erase recorded data. In order to erase recorded data, the HDD must be formatted.

SETUP
" LE Rk = [ e
[T NETWORK I} EVENT B STORAGE
General
) Default
Dizplay
Digital Deterran All
Account Camera
Maintenance Metwark
ImportExport Evenl
[ sy
|-..|pgr-ade Systemn
Faclory Reset
Ok | | Cancel | Apply |
Figure 4-92
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4.12.7 Maintenance

Set up auto-reboot time and auto-delete of old files. See Figure 4-93.

SETTING

W CAVERA sou NETWORK /¥ EVENT A STORAGE

General
Auto Reboot

Display
Digital Deterrent :

Account

Security

I R

Impor/Export

Default

Upgrade

oK ][ cancel |[ Apply |

Figure 4-93

4.12.8 Logout /Shutdown/Restart
Go to Main Menu->Operation->Shutdown, as shown in Figure 4-94.

® Shutdown: System shuts down and turns off power.
® |ogout: Logs out the current user.
® Restart: reboot device.

SHUTDOWN

O & B

Shut Down Logout Restart

Figure 4-94
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5 Web Operation

5.1 General Introduction

The NVR can also be accessed through a web browser, allowing for live view, playback, system setup, and
PTZ controls.

5.1.1 Login

Before accessing the device on a web browser, make sure that the device is connected to the network and
that it has a valid IP address.

Open Internet Explorer and enter the NVR IP address in the address column.

See Figure 5-1.

‘€ Blank Page - Windows Internet Explorer g@
e i

Lo - |l shantblank, Toe] (%2 [
FoES R »
W G| @Bk Page | R | d=h v :bPage v ( Tooks v

Enter IP
address here.

€ Internet H100% T

Figure 5-1
There will be a prompt to install the web plug-in. Accept to install the plug-in.

If it fails to install the plug-in, please modify the browser settings as follows. See Figure 5-2. ActiveX controls
must be enabled.
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Option |§] Security Settings - Internet Ione X

General | Security | Privacy | Conkent | Connections | Programs | advanced Settings
) Disable ”
Select a zone to view or change security settings, @ Enable
. F = |#| Dowinlnad signed Activel contrals (nok secure)
1 “ P ) Disable
Internet Local inkranet Trusted sites ¥ (%) Enable {not secure) =
< | > ) Prompt {recommended)
Internet |# | Download unsigned Activel controls (nat secure)
This zone is for Inkernet websites, () Disable {recommended)
except those listed in trusted and @ Enable (ot secure)
restricted zones.
O Prammpt
) ) ¢ Initialize and scripk Activel contrals not marked as safe Far s
Security level For this zone L=l

() Disable {recommended)

Allowed levels For this zone: Medium ko High @ Enable tnot secure)

| Medium—hi.gh . O Prompt
- Appropriate for most websites . .
- Prompts before downloading potentially unsafe |#] Run Activel: controls and plug-ins v
conkent Y Admirickr akar annrnuad bt
- Unsigned Activelk controls will not be downloaded £ | bd

*Takes effect after vou restart Internet Explorer

Custom level... Reset custom settings

Besett: | edium-high (default) v [ Reset. |

[ Ok l’ Cancel ]

QK ” Cancel H Apply ]

Figure 5-2

After installation, the interface is shown as below. See Figure 5-3.

L e———SSEma

speco technologies

User Mame: |ad min |

Password: | |

® LAN ' WAN

Login Cancel

Figure 5-3

Enter the user name and password. Choose between LAN and WAN modes. If accessing from the same
local network, choose LAN. If accessing over the internet, choose WAN.
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5.2 LAN Mode

For the LAN mode, after logging in, the main window will show. See Figure 5-9.
This main window can be divided into the following sections.

® Section 1: there are six function tabs at the top: Live View, Playback, Setup, Sensor, Setup,System Info,
and Logout.

® Section 2: The left menu pane shows all channels that are connected in the NVR currently. For each
channel, main stream or sub stream can be chosen for viewing. Refer to Figure 5-4. To select the stream,
hover the mouse over the channel and click on the pulldown arrow.

&

51
%2
%3
%4
%5
%ﬁ

Figure 5-4

® Section 3: The Open All button enables/disables live view for all channels. Selection can be made for
main stream or sub stream. See Figure 5-5.

Open All - J
Main Stream
Sub Stream

Irrtmrd D

Figure 5-5

® Section 4: Start Talk button.
Enable two-way audio. Click the pulldown arrow to select the mode. There are four options: DEFAULT,
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G711a, G711u, and PCM. See Figure 5-6.

Start Talk -
DEFAULT
GT11a ]
PCM
G711 1u

Figure 5-6

® Section 5: Click Instant Record to begin manual recording. See Figure 5-7. Click again to stop.

Instant Record

Figure 5-7

® Section 6: Local Play

Recorded data that’s saved on the PC can be played back.

Click the local play button and choose the directory and file where the saved data is located. File format
is .dav. See Figure 5-8.

a
= v 4 [ » ThisPC 3 Documents v O Search Documents P
Organize *  New folder =~ M @
A - 3 =
& OneDive Name Date modified Type
Bluetooth Exchange Folder 3/17/2014 11:36 AM  File folder
9 This PC 7
Fiddler2 File folder
I Desitop SecurcGuard

File folder
= Documents
4 Downloads
B Music
=] Pictures

B videos

%, Local Disk (C:)

SecureGuardClient

File folder

- HP_TOOLS (E})
s HP_RECOVERY (

e i i

File name: | | DAV file(*.dav) ~

Open Cancel

Figure 5-8
® Section 7: PTZ operation panel. Please refer to chapter 5.4 for detailed information.

® Section 8: Image setup and alarm setup.
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I
\|

l.l
Illl!!k

|.|.|
I

| Speco 1ecCnnc

Figure 5-9

5.3 Live View

Click on a channel to view the image.

On the top left corner of the channel, view the following information: device IP(172.11.10.11), channel
number(1), camera bitrate(2202Kbps) and stream type(M=main stream, S=sub stream). See Figure 5-10.

17201 10111 -1-2202Khp=-h

Figure 5-10

On the top right corner, there are five function buttons. See Figure 5-11.

Figure 5-11
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1: Digital zoom: Click this button and then left drag the mouse in the zone to zoom in. Right click to
restore the image.

® 2: Record: Click to begin local recording. This button will be highlighted. Go to the system folder
C:\RecordDownload to view the recorded file.

® 3: Snapshot: Take a snapshot. All images are saved in C:\PictureDownload (default).
® 4:Audio :Turn audio on/off

® 5: Close the channel live view

5.4 PTZ

There are eight direction keys for controlling PTZ. In the middle of the eight direction keys, there is a 3D
intelligent positioning key.

Click the 3D intelligent positioning key to go to a single screen mode. Drag the mouse on the screen to
automatically pan, tilt, and zoom to the area that was identified.

For PTZ setup, refer to the following table:

Parameter | Function

Scan ® Select Scan from the dropdown list.
® (Click Set to set the scan left and right limits.

® Use direction buttons to move the camera to the desired location
and then click the left limit button. Move the camera again and
then click the right limit button.

Preset ® Select Preset from the dropdown list.

® Move the camera to the desired location and enter the preset
value. Click Add to add the preset.
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Parameter

Function

Tour ® Select Tour from the dropdown list.
® Enter a preset value in the column. Click Add to add one preset
to the tour.
® Repeat the above procedure to add more presets to the tour.
® Click Start to star the tour.
Pattern ® Select Pattern from the dropdown list.

® Enter a pattern value and then click Start button to begin
recording the PTZ movement pattern. Then click Add to set the
pattern.

@ @ @ J 3D Intelligent Positioning

C@FT
&) @ @
Speed(1-8).

Click this icon to display or

hide the PTZ control

@ Zoom @
) e (1)

platform.

_Iris@

Figure 5-12
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5.5 Image/Alarm-out

Select a channel and click on Image as shown in Figure 5-13.

5.5.1 Image

For supported camera, brightness, contrast, hue and saturation can be adjusted.

Click on the Reset button to restore system default setup.

Figure 5-13

5.6 WAN mode

In WAN mode, after you logged in, the interface is shown as below. See Figure 5-14.

L

ey
[ROLLC o O . L Y. .. SRS .| WU ..~ 1. : S . | Sy speco technologies

.l
2
= 3
= 4
%5
e

Start Tak I :
Instant Record

=
Lx) (a)ty)

o
@@
P
(i)
Spesd(1-g:s__ ]
I‘; - ) Zoom \\-;- )
&y

L

I/ 9
W

Figure 5-14
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Please refer to the following for differences between LAN and WAN login.

1) In the WAN mode, system opens the main stream view of the first channel by default. The open/close
button on the left pane is disabled.

2) You can select different channels and different viewing modes at the bottom of the interface. See Figure
5-15.

— & ) @@@
= - , D)
L = SIIo
ol Spesdi9:[5__v]

oo

Start Talk j
Instant Record

Figure 5-15

3) In a multiple-channel view, the system uses the sub stream by default. Double click on a channel to switch
to a single channel view. The system will use the main stream for single channel view. On the left menu pane,
M stands for main stream and S stands for sub stream.

4) If logged in via the WAN mode, the system does not support alarm activation to open the video function in
the Alarm setup interface.
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5.7 Setup

Note

Functions included in the web viewer are available locally in the unit. All changes made are saved locally at
the unit. Screenshots are provided below for reference. For more detailed information on specific features,
please refer to chapter 4.

5.7.1 Camera
5.7.1.1 Camera Setup

Go to Setup->Camera->Camera to set up cameras on the device. See Figure 5-16. Click on Manual Add to
manually add a camera. See Figure 5-17.

CAMERA

2 ! 162.168.58.130 0 02010 B B

= | 162.180.56.102 ® 02D1Th-tmst Specoh Spece SCART1STRET &

z O 162.188.58.120 w 0504M Speced Spece ST d e

24 (] 182.188.56.131 80 0285 SpecoA Speco Sof2:7-34:458

2 O 182.180.56.129 o oavea Specoh Spece SCTRT2EAEED

26 O 182.188.56.145 85 Justin a2Md2 SpecoA Speco 5cf2:7-1d:6-bh

z [m] 182.168.55.148 ® oD Speced Spece 5oz 728 2ect

2 0 187 168 55,155 ® oziDsM Speco Specs o730 Zae

I [m] 182.188.55.169 ® 05B3M Speced Spece 5otz iddted

) O 182 188.50.81 ® O2B6-Audic Test Speced Spece ST AdE e
O —

=] 2 2 ) = 102.168.78.132 2 05D4M 1 Speooh 30 €

0 3 o = 102 16872133 3 c2mD1 1 Specch E e

O 4 o = 162 168.72.130 4 OWFDM 1 Specch a0 €

0 a o = 192 16872120 8 422E1 1 Specod E) e

Delete | [ Manuslagd || Refesn
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Manual Add [x]

Channel | 1 W |
Protocol | Specoh ' |
IP Address 192.165.0.0

RTSP Port 554

HTTP Port &0

User Name admin

Fassword seae

Remote Channel No. | 1

Decode Priority | Default W
Server Type (® Auto {3 TCP ) UDP
Save Cancel
Figure 5-17

Please refer to the following table for parameter information.

Parameter | Function

Device Click to search for all IP cameras on the network.

search

Add Select a device in the list and then click Add to add the camera to the
system.

Modify

Click 4 for any device in the Added device list to can change the

corresponding remote channel setup.

Delete
Click (%] to delete the remote connection of the corresponding

channel.
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Parameter

Function

Manual
Add

Figure 5-17. Add a camera manually. Specify the IP address, RTSP
port, HTTP, user name, and password.

Note:

® Multiple protocols are supported. Speco A is the main protocol
for Speco’s IP cameras. For certain cameras that have additional
capabilities, the Speco B protocol can be used for more control
through the NVR. This includes changing image settings, video
loss detection, tampering detection, camera offline detection,

and camera firmware upgrade

5.7.1.2 Stream

5.7.1.2.1 Stream

Interface is shown in Figure 5-18.

Stream Snapshot Privacy Mask Path
Channel 2 -
Main Stream Sub Stream

Code-Stream Type | Continuous v| Video Enable
Compression | H264 v| Compression | H. 264 V|
Resolution |2502x1944 v Resolution | 352:240(CIF) v|
Frame Rate(FPS) |30 v Frame Rate(FPS) |30 v|
Bit Rate Type |CBR v| Bit Rate Type |VBR v|
Bit Rate | Customized v Image Quality 1 v|
Bit Rate 5120 Kbis il 512 ™| kois
Reference Bit Rate  1-24576Kb/s Reference Bit Rate  1-24576Kb/s
Watermark Enable ‘Watermark String

Copy | ‘ Save | ‘ Refresh

Figure 5-18
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5.7.1.2.2Snapshot

The snapshot interface is shown in Figure 5-19.

Stream I Snapshot I Privacy Mask I Path .
Channel | 4 - |
Mode | Schedule b |
Image Size 1080P(1920x10280) A
Quality |5 v|
Snapshot Frequency |1 | Isecond
Save Refresh
Figure 5-19

5.7.1.2.3 Privacy Mask

The privacy mask interface is shown in Figure 5-20.

Stream I Snapshot I Privacy Mask I Path

Channel |4 )

Privacy Mask

[J Monitor

[J channel Display

[J Time Display

Copy | | Save | | Refresh | | Default

Figure 5-20
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Please refer to the following table for detailed information.

Parameter Function

Monitor Check the Monitor box first.
Click the Set button and click and drag a zone within the image.
A maximum of 4 privacy mask zones are supported.

Time Title Enable this function to overlay the time info in the video window.
Use the mouse to change the position.

Channel Title Enable this function to overlay the channel title info in the video
window.
Use the mouse to change the position.

5.7.1.2.4Path

The storage path interface is shown in Figure 5-21.

The default setup is C:\PictureDownload and C:\RecordDownload for saving snapshots and recordings.

Click the Save button to save the setup.

Stream

I Snapshot I Privacy Mask I Path |

Snapshot Path C\PictureDownload\ Browse

Record Path

5.7.1.3 Channel Name

C:\RecordDownload\y Browse

Save | | Default |

Figure 5-21

Sets the local channel name on the unit. See Figure 5-22.

Channel 1

Channel 5

Channel Name

1
5

Channel 2 2 Channel 3 3 Channel 4 4
Channel 6 6 Channel 7 T Channel 8 8
| Save | | Refresh | | Default |

Figure 5-22
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5.7.1.4 IP Camera Upgrade
IP cameras using the Speco B protocols can be upgraded through the NVR. See Figure 5-23.

Click Browse to select the firmware file. Select the camera to upgrade and click on Upgrade.

e amer urcsoc [

Device Upgrade Display Fiter
O 1 192.168.78.134 30 SpecoA =
[] 2 192.168.78.132 20 SpecoA =
O 3 192.168.78.133 80 SpecoA -
] 4 192.168.78.130 77T SpecoB O3VFDM 2420 -
O 5 192.168.78.135 30 SpecoA =
[] 6 192.168.78.129 20 SpecoA =
Start Upgrade
Figure 5-23
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5.7.2 Network

5.7.2.1 TCP/IP

The TCP/IP interface is shown as in Figure 5-24. Go to Setup->Network->TCP/IP.

e

5.7.2.2 Connection

Mode () static @ DHCP

MAC Address
MTU 1500

IP Version IPvd

IP Address

Subnet Mask

Default Gateway

Preferred DNS a8
Alternate DNS 8

LAN Download

Save | | Refresh

Default

Figure 5-24

The connection interface is shown as in Figure 5-25.

Connection

Max Conneclion
TCP Port

UDP Port
HTTP Port
HTTPS Fort
RTSF Port

RT5P Format

HTTPS
128 (0~128}
37777 (1025~65535)
37778 (1025~65535)
80 (1~65535)
443 (1~65535) [ | Htips Enable
554 (1~65535)

rsp:/f<User Name= <Password=@-=IP Address=<Port=/cam/realmonitor?channel=1&subiype=0

channel: Channel, 1-8; subtype: Code-Stream Type, Main Stream 0, Sub Stream 1.

Save

| ‘ Refresh

‘ | Default

Figure 5-25
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5.7.2.3 DDNS

The DDNS interface is shown in Figure 5-26.

DDNS

Enable

To register the device on the Speco DDMS server. please click enable and apply.

Domain Mame

Status

Disconnected

Save

Refresh

Default

Figure 5-26
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5.7.2.4 Email

The email interface is shown in Figure 5-27.

O

O

5.7.2.5 UPnP (EZ Network)

WAN

UPnP

Email

Enable
SMTP Server
Port
Anonymous
User Name
Password

Sender

Encryption Type
Subject

Receiver

Interval

Check Status

) Enable ® Disable

Disable

Port Mapping List

I BT R SO KR R

&[] K] &) & [&] KINs]

MailServer

25

NONE e

NVR ALERT Attachment
-+
120 sec.(0~3600)
60 Minute (30~1440)
Test
| save | | Refresh | | Default

Figure 5-27

TCP 80
TCP 37777
upp 37778
ubppP 554
TCP 554
UDP 161
TCP 443

20
37777
37778

554
161

0000000

Save

Refresh

Default

Figure 5-28
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5.7.2.6 FTP

The FTP interface is shown in Figure 5-29.

e

[] Enable

Server IP o .0 -0 .0

Port 21

User Name

Password [] Anonymous

Remote Directory

File Length 0 M

Image Upload Interval | 2 SEeC.

Channel 1 hd

Weekday Friday v|

Time Period 1 00 - 00 - 24 : 00 [ sensor [ motion ] continuous

Time Period 2 00 - 00 - 24 00 [ sensor [ motion [] continuous

Test | | Save | | Refresh | | Default
Figure 5-29

5.7.2.7 HTTPS

The HTTPS interface is shown in Figure 5-30.
Note

® HTTPS must be enabled first. Go to the Connection section to do this. The unit will reboot after
enabling HTTPS.
If the device IP address changed, the server certificate must be implemented again.
If HTTPS is being used for the first time on a PC, the root certificate must be downloaded.

Connection I HTTPS -

Create Server Cerlificate Download Root Certificate

Figure 5-30
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5.7.2.7.1 Create Server Certificate

Create Server Certificate

Click and enter the necessary information. Click Create. See Figure 5-31.

Note

Please make sure the IP or domain information is the same as the device IP or domain name.

Create Sarver Certificate

Country

State

Location
Organization
Organization Unit

IP or Domain Mame

us

192.168.56.166

Create

Cancel

Figure 5-31

(%]
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5.7.2.7.2Download root certificate

To download the root certificate, click

|annlnad Root Cerificate |

General

Details | Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: Product Root Ca

Issued by: Product Roob CA

¥alid from 2013-6-18 to 2023-6-16

Figure 5-32

Click on Install certificate to go to the certificate wizard. See Figure 5-33.

. Press Open when prompted.

ertmcaie impor

Wizari

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation af wour identity and contains inFormation
used ko protect data or to establish secure network,
connections. & certificate store is the system area where
certificates are kept.

Tao continue, click Next.

k Mext = J ’ Cancel

Figure 5-33

128



Click Next to continue. Select a location for the certificate. See Figure 5-34.

ertficate’import Wizard z

Certificate Store
Certificate stares are svstem argas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For

(&)Automatically select the certificate skore based on the bvpe of certificate!

() Place all certificates in the Following store

I < Back “ et = JI Caniel

Figure 5-34

Click Next to complete the process. See Figure 5-35.

ertificate Import Wizard x

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard.
‘ou have specified the Following settings:

Certificate Store Selected  Automatically determined by t
Content Certificate

I % Back u Finish JI Cancel

Figure 5-35

Click Finish and the system will pop up a security warning box. See Figure 5-36.
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Security Warning J

'\-. fou are about ko install a certificate from a certification authority (CA) claiming o represent:
- Product Root Ca

windows cannot validate that the certificate is actually From "Product Root A", ¥ou should confirm its origin by contacting "Product Rook CA". The
Following number will assist wou in this process:

Thumbprint {shal): CDZ0E4EZ ASZDS0ES G447ED20 SCATEO3S 397ESFE1
Warning:
If wou install this root certificate, Windows will automatically trust any certificate issued by this Ca. Instaling a certificate with an unconfirmed

thumbprint is a security risk, IF vou click "Yes" vou acknowledge this risk,

Do you want ko install this certificate?

Figure 5-36

Click Yes to finish. See Figure 5-37.

Certificate iImport Wizard ]

" | ) The import was successful,

Figure 5-37

5.7.2.7.3View and set HTTPS port
In Setup->Network->Connection, the HTTPS port can be set.

The default HTTPS port value is 443.

5.7.2.7.4Login

Open the browser and enter the IP address as:  https://xx.xx.xx.xx:port.

XX.XX.XX.XX: is the device IP or domain mane.

Port is the HTTPS port. If using the default HTTPS value 443, the port information does not need to be
added.

If setup was done correctly, the login page will be loaded.
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5.7.3 Event
5.7.3.1 Video
5.7.3.1.1 Motion Detection

The motion detection interface is shown in Figure 5-38.

woron | et [ s

Enable 1 -
-
Anti-dither 5 sec. (0-600) Sensitivity

Record Channel

Delay 10 sec. (10-300)

O PTZ Activation
0 seqenc
0 sraena
L] Voice Prompts File Name  |None v|
] Show Message [] Send Email Alarm Upload
‘ Copy | ‘ Save | ‘ Refresh | ‘ Default
Figure 5-38
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Setup (]

| Friday v| [ copy
' 00 - 00 — 24 - 00
L] o0 - 00 |— 24 - 00
L] 00 - 00 — 24 - 00
L] 00 - 00 — 24 - 00
L] o0 - 00 |— 24 - 00
L] 00 - 00 — 24 - 00

Save Cancel

Figure 5-39 - Schedule

Setup

| Save | | Cancel |

Figure 5-40 — motion zone setup
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5.7.3.1.2Video Loss
The video loss detection interface is shown in Figure 5-41.

Note that anti-dither, sensitivity, and region setup are not supported for video loss detection.

won | veoross | vorpes |

Enable 1 -

peos
[J Record Channel

Delay 10 sec. (10-300)
[] PTzZ Activation
7 seonce
7 s
[ voice Prompts Filz Name \ Mone v|
[] show Message [] Send Email Alarm Upload

| Copy | | Save | ‘ Refresh | | Default
Figure 5-41

5.7.3.1.3 Tampering

The tampering detection interface is shown in Figure 5-42.

woion | vaeooss | romperne |
Enable 1 -

poos
[J Record channel

Delay 10 sec. (10-300)
I PTZ Activation
) soquncs
7 st
O veice Prompts File Name |None v|
[ show Message [] Send Email Alarm Upload

| Copy | | Save | | Refresh | | Default
Figure 5-42
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5.7.4 Storage
5.7.4.1 Schedule
Schedules for recording can be set in this section. See Figure 5-43.

There are four record modes: continuous (default), motion detection, sensor, and motion+sensor. Up to 6
separate periods can be set for a day.

The current schedule can be seen on the color bar. Note that the web schedule interface does not support
dragging the color bar to set the schedule. Schedule must be set by clicking on Setup next to the color bar.

recod | st [
Cllame“ i A | Pre-record seu(ﬂ~30) [] Redundancy’

C]ANR (1800 ec.

Figure 5-43

Setup =]
Time Period 1| 00 © 00 |— 24 - 00 | Continuous [ Motion [] Sensor

T'mePeriudQl 00 - 00 |—{ 24 - 00 |D Continuous [ | Motion [] Sensor

T'mePen'ud3| 00 - 00 |—{ 24 - 00 |D Continuous [ ] Motion [] Sensor

Time Period4 | 00 - 00 |— 24 - 00 |[J Continuous [ Motion [] Sensor

Time Period5 | 00 - 00 |— 24 - 00 |[] Confinuous [ ] motion [ ] Sensor

T'mePeliud6| 00 - 00 |—{ 24 - 00 |D Continuous [ | Motion (] Sensor

O A Sunday [ Monday [ Tuesdayl | Wednesday [] Thursday (] Friday [ Saturday

| Save | | Cancel

Figure 5-44
134



5.7.4.2 Recording Control

The interface is shown in Figure 5-45.

MainStream Al 1 2 3 4 5 &

Record

Auto
Manual

Off

Snapshot

Enable

Disable

Save Refresh

Default

Figure 5-45

Please refer to the following table for detailed information.

Parameter | Function
Auto

Recording based on the schedule set for each channel.
Manual Highest priority.

Records the specified channel regardless of the schedule.
Stop Stops the current recording.
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5.7.5 Setup
5.7.5.1 General

5.7.5.1.1 General

The general interface is shown in Figure 5-46.

General I Date&Time I Holiday -

Device Mame NYR.

Language |ENGLISH v|

Video Standard  |NTSC v|

HDD Full | OverWiite v|

Pack Duration 60 Minute

| Save | | Refrash | | Default
Figure 5-46

5.7.5.1.2Date and time

The date and time interface is shown in Figure 5-47

Date Format [MM DD YYYY v

Time Format |12-HOUR v|

Date Separator |- Vl

System Time 04 -14 2017 10 - 00 - 05 AM TimeZone | GMT-04:00 v
[ pst

DST Type ) Date ® Week

Begin Time |Jan V||LastWeek V||Sunda;r V| 12 00 AM

End Time |Jan V||LastWeek V||Sunda;r Vl 12 00 AM
L1 nte

Server pool.ntp.org

Port 123 (1~65535)

Interval 60 Minute({0~65535)

Save | | Refresh | | Default |
Figure 5-47
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5.7.5.1.3Holiday Setup

The holiday setup interface is shown in Figure 5-48.

e T o | o I

Add New Holidays

Save ‘ | Refresh ‘ | Default

Figure 5-48

5.7.5.2 Account
5.7.5.2.1User name

Add/remove/modify users in this section. See Figure 5-49.

e

-i_ Group
1 -
2

admin admin admin "s account . Q

default user default account i Q

dchoi admin [x]
Figure 5-49
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Add user: To add a user to a group and set the user rights. See Figure 5-50.

Add User [x]

System

<] [&] [&]

[ ]
[ ]

Figure 5-50
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Modify user

To modify the user permissions, group, and password. See Figure 5-51.

Modify User [x]

o
S
=3
<

System

<] <] <]
<] [£]

<

s ]

A

Figure 5-51
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5.7.5.3 Display
5.7.5.3.1Display

Display setup options are shown in Figure 5-52.

Resolution [1920-1080 v|
Picture mode | standard V]
Transparency | U [=0%
Time Display

Channel Display

Enhance Image
Auto Logout 60 Minute(0-60)
EZ Sefup L]
Mavigation Bar
Original Scale Set
| Save | | Refresh | | Default
Figure 5-52

5.7.5.3.2Sequence

The sequence interface is shown as in Figure 5-53.

[] Enable Tour

Interval 5 sec (5-120)
Split Display 1 ~
i Channel Group +
1 1 =
2 2 Y
3 3 v
4 4
5 5
6 6
7 7
8 8
Motion Tour Type Display 1 ~
Alarm Tour Type Display 1 w
| Save | | Refresh | | Default
Figure 5-53
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5.7.5.4 Default
The factory default setup interface is shown in Figure 5-54.

Individual items can be selected - Network/Event/Storage/System Config/Camera.

All

NETWORK EVENT

STORAGE SYSTEM CONFIG Camera
Default Factory Reset

Figure 5-54

5.7.5.5 Import/Export

The interface is shown in Figure 5-55. Export or import the system configuration files.

Address ‘ Browse | | Config Import |

Config Export

Figure 5-55

5.7.5.6 Maintenance

The maintenance interface is shown in Figure 5-56.

The device can be set to reboot automatically on a schedule.
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Auto Reboot |Never v| '

Auto Delete Old Files |Ne'u'er v|

Manual Reboot

Save Refresh

Figure 5-56
5.7.5.7 Upgrade
The firmware upgrade interface is shown in Figure 5-57.

Select the firmware file and then click the upgrade button to begin the update. During the upgrade process,
do not unplug the power cable, network cable, or shut down the device.

Please select update Browse. . Upgrade

file

Figure 5-57
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5.8 System Information

5.8.1 Version

The version interface is shown in Figure 5-58. Click on the System Info tab at the top of the page and then
click on System->Version.

Type MNVR

Record Channel: 3

SN: 20036500001
Web: 3.1.0.1503

Firmware Version: 3.200.0000.0

Build Date: 04-01-2017

Onvif Version 2.42(v1.1.0.Revision: 434742)

FPhone: 1-800-645-516

Email: techsuppori@specotech.com
Figure 5-58
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5.8.2 Log

View system logs. See Figure 5-59.

Log

Beqgin Time 2017 - 04 - 14 || 12 - 00 : 00 AM End Time | 2017 - 04 - 15 | 12 - 00 - 00 AM

Type

System Log Info

M €171p piGoTo| 1 (8]

Figure 5-59

5.8.3 Online User

The online user interface is shown as in Figure 5-60.

1 admin admin 192168 56.138 04-14-2017 08:09:53 AM

Figure 5-60
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5.9 Playback

The playback interface is shown in Figure 5-61. Click on the Playback tab at the top of the page.

| —y
Live View Playback Sensor Setup System Info Logout speco technologies

Rl | - [ [

Su Mo Tu We Th Fr Sa

z\[3|[a5 s [7)[8
9 10 ||12m|4.

speco technologies speco technologies

speco fechnologies speco fechnologies

MSmc Al M Conuous B [ Motion Bl [ Sensor

Figure 5-61

5.9.1 Search Record
® Select Date

Click on a date on the right pane to select the date. Date highlighted in yellow font is the selected date. Blue
highlighted dates indicate that recorded data exist for those dates.

® Viewing Windows

Select the window split mode. Choices are 1x1, 2x2, or 3x3. Click E to display in full screen. Press the
ESC button on the keyboard to exit. See Figure 5-62.

Figure 5-62

® Select Channel
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For 1x1 and 2x2 modes, select the channels to view from the dropdown menus.
® Select Recording Type

Select the recording type to view at the bottom of the page. See Figure 5-63.

All Regular Motion [l Alarm

Figure 5-63

5.9.2 File List

Click the File List button on the right side to view the list of recorded data. See Figure 5-64.

1 2

Begin Time
00:00:00
01:00:00
01:16:24
02:00:00
03:00:00
04:00:00
05:00:00
06:00:01
07:00:00
08:00:00
09:00:00
10:00:00

4 €412 M cowo KD

Start Time:
End Time:
File Size:

> oamos

& Back

Figure 5-64
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5.9.3 Playback

Select a file and click the Play button to begin playback or simply double click on a file. Note that for one
channel, the system can not perform playback and download at the same time. See Figure 5-65.

| —y
Live View Playback Sensor Setup System Info Logout speco technologies’

speco tfechnologies

speco technologies speco technologies

00000+ 0 o

2 I e s e s e 4 4 e e e e e s e e e e s S
L 3

3 I 3
1 I g
a

Play Sync Al Continuous [l Motion Il Sensor

Figure 5-65
5.9.4 Download

Select the file(s) to download and then click the download button on the right side to bring up the interface
shown in Figure 5-66. The Download button will change to Stop and will show a progress bar. Go to the
saved file path to view the files.
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1€ <111 »ump To [l £

Start Time:
End Time:
File Size:

Figure 5-66

5.9.5 Additional Download Options

5.9.5.1 Download By File

Select channel, recording type, and the start time and end time. Click the Search button to show the results.
The interface is shown in Figure 5-67.

i et e Spemi s SR ond

Download by File  Dovmload by Time Watermark
Channel Start Time 2017- 04 - 14 | 00 : 00 : 0O
Type End Time. 2017-04 - 14 23 - 58 - 5

Sessaar T [TEEENY]

(] Mo.

m| 1 13T12KB 2017-4-14 06:57.50 2017-4-14 G504 Mation Main Stream 3 a
0 2 137B0KB 2017414 03:11:03 2017414 DE11:AT Mation Main Stream 3

) 3 16388K8 2017-4-14 06:57:48 2017-4-14 05:33:20 Motion Main Stream 4

O 4 16672KB 2017-4-14 06:58:30 2017-4-14 06:58:50 Motion Main Stream 4

m| 5 16044KB 2017-4-14 06:50.25 2017-4-14 DB:50:54 Mation Main Stream 4

0 10184KB 2017414 07:11:54 2017414 07:12:28 Mation Main Stream 4

) 7l 18320K8 2017-4-14 03:10:12 2017-4-14 DB 10:4D Motion Main Stream 4

O 8 18016K8 2017-4-14 03:10:48 2017-4-14 DB 11:14 Motion Main Stream 4 v

Download to Local || Download to USE Mo (] [

Figure 5-67
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5.9.5.2 Download by Time

Select channel, start time, and end time.

Click the Download to Local button to bring up the interface is shown in Figure 5-68.

Figure 5-68
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5.9.5.3 Watermark

The watermark interface is shown in Figure 5-69. Load a file and then click the Verify button to see if the file
has been tampered with or not.

Download by File Download by Time Watermark
Lacal File
C-irecordirootiCentre platform |
Watermark Info
Watermark Revised Info
No. Malfunction type Watermark Time
1 Mormal

Figure 5-69

5.10 Log out

To log out of the system, click the Logout tab at the top of the page. The log in page will be loaded. Enter the
user name and password to log in again.
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Troubleshooting

Issue Possible Causes
NVR does not boot up ® Input power is not correct. Check the power supply.
properly . . - .
® Firmware upgrade did not finish properly. Contact technical
support.
® Main board is damaged. Check to see if front panel indicators are
lit.
® Input voltage is not stable or it is too low. Check the power supply
to see if it's providing steady power.
NVR automatically shuts
down or stops running ® HDD malfunction. Listen to check if the HDD is spinning.
® Working environment may be too harsh or has too much dust.
® Hardware malfunction. Contact technical support.
® HDD malfunction. Contact technical support.
System can not detect maftune PP
HDD ® Check if the HDD ribbon cable is damaged or loose.
® Main board SATA port is broken. Contact technical support.
® Check the HDMI/VGA connection to the monitor and make sure
that the input on the monitor is set correctly.
No Video Output
P ® | ow brightness.

®NVR hardware has malfunctioned. Check to see if front panel

indicators are lit.

® HDD malfunction. Check HDD status in settings.
No results when
searching recordings ® The recorded file has been overwritten.
® Record function has been disabled.
® Time is not set up correctly in settings. Go to Setup to set the

Incorrect time display

correct time.
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Issue

Possible Causes

Unable to log in remotely

ActiveX control has been disabled. Enable ActiveX control in
Internet Explorer

Network connection/setup error. Check network settings.

Password or user name is invalid. Check the credentials locally on
the unit and make sure the credentials are correct.

No video when connected

remotely

Poor network bandwidth. Check network settings.

Remote bandwidth has reached the maximum. Check for all users
who are connected.

Remote user has no viewing authorization. Administrator must
provide this authority to the user. Go to Setup.

Network connection
not stable.

is

IP address conflict. Check if other devices are using the same IP
address in the local network.

Check that all necessary ports have been forwarded.

Check network settings on the PC.

File backup errors

The system is using too much CPU resource. Please stop
recording first and then begin backup.

File size is exceeding the total available capacity.
USB backup device is not compatible. Try a different device.

USB device is damaged. Try a different device.

Forgot password

Answer the security questions on the log in prompt to reset the
password

If security answers have also been forgotten, contact technical
support.
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Issue

Possible Causes

No video on channels

IP address for the camera is not right.
IP camera port number is not right.
IP camera account (user name/password) is not right.

IP camera is offline.

Check Setup->Camera to make sure all camera settings are
correct. Contact technical support for further assistance.

Output display is not
optimal on monitor

Check the display output setting and set it to the correct resolution
to match the monitor.

Video stutters when
viewing in split screen

The network bandwidth is not sufficient. Split screen viewing
requires a bandwidth of 100Mbps or higher.

PC resources are not sufficient.

153




